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Description 

BACKGROUND OF THE INVENTION 

1. FIELD OF THE INVENTION 

[0001 ] The present Invention relates to an optical disk, 
an optical disk recording and reproducing apparatus, a 
method for recording, reproducing and deleting data on 
an optical disk, and an information processing system. 
In particular, the present invention relates to an optical 
disk, an optical disk recording and reproducing appara- 
tus, a method for recording, reproducing and deleting 
data on an optical disk, and an information processing 
system, which can prevent unjust digital copying from 
being performed from an optical disk, on which data 
such as AV data (Audio and Visual Data) including im- 
age data of movies and audio data of music protected 
with copyright is recorded, to the other recording media 
such as an optical disk of another recording type or the 
like. 

2. DESCRIPTION OF THE RELATED ART 

[0002] An optical disk is superior in random accessi- 
bility to conventional tape media, and has such an ad- 
vantage that deterioration due to repetitive use is re- 
duced because of being capable of non-contacting re- 
cording and reproducing using laser light. Further, the 
optical disk has such an advantage that mass reproduc- 
tion can be made at low cost by mastering performed 
by disk manufacturers, and a CD (Compact Disk) be- 
comes generalized as a high quality digital audio instead 
of a conventional phonograph record for analog record- 
ing. Furthermore, recently, a DVD where high quality im- 
age data has been digitally recorded (Digital Video Disk 
or Digital Versatile Disk) is commercialized, and the op- 
tical disk will be expected to be further developed as a 
digital recording medium for AV data in the near future. 
[0003] On the other hand, in addition to a read-only 
optical disk on which data has been previously recorded 
in a pre-pit form by a disk manufacturer, such as a music 
CD, CD-ROM, DVD-ROM or the like, an optical disk of 
recording type on which user can record AV data at 
home, such as CD-R, CD-RW, MO, MD, DVD-RAM or 
the like has been recently developed and widely spread. 
[0004] Also, in television broadcasts, digital systems 
for allowing multi-channeling or various services have 
been introduced instead of conventional analog sys- 
tems, and such a trend will be widely spread in the near 
future. In particular, the optical disk of recording type is 
expected to be utilized, as recording media of content 
delivered through digitized broadcasting or communica- 
tion, for recording AV data mainly for the purpose of time 
shift utilization where, after contents are accumulated 
upon being delivered, program selection is performed 
and the selected content is listened or watched. 
[0005] Conventionally, an optical disk of recording 



type which has been utilized mainly for computers is uti- 
lized for storing data which has been created by a user 
himself, and the optical disk of recording type does not 
have any means for preventing copying from being per- 
5 formed between optical disk of recording types. When 
the optical disk of recording type is widely utilized, an 
ordinary user copies recorded data of an optical disk to 
another optical disk of recording type irregularly as it is 
so that it becomes possible to obtain unjust reproduction 
10 without paying copyright royalty to be paid to an author 
or writer of this AV data and without deterioration in 
sound quality and image quality owing to that the optical 
disk of recording type is digitally recordable, which be- 
comes a factor of preventing spread of excellent con- 
's tent. Regarding an MD on which music or the like is dig- 
itally recorded, means for performing generation man- 
agement for limiting the number of recordings has been 
introduced, where data together with generation man- 
agement data is recorded on an optical disk and the 
number of copyings is limited by the generation man- 
agement data. 

[0006] Also, in order to prevent unjust copying of a 
CD-ROM or a DVD-ROM, for example, a method for 
forming a Burst Cutting Area (referred to as a BCA here- 
inafter) which is a write once area for overwriting bar- 
code on a pit section of an optical disk, and for recording 
IDs on the BCA which are different from each other for 
each optical disk upon manufacturing optical disks, has 
been proposed in an international application of Inter- 
national Publication No. WO 97/1 41 44. According to this 
method, since a password is different for each disk ID, 
one password can decrypt only a cipher of one disk, so 
that, even when content is copied unjustly, the content 
can not be decrypted due to lack of information of a disk 
ID. 

[0007] Fig. 39 is a block diagram showing a configu- 
ration of a user data area of a conventional DVD-ROM, 
and a configuration of an optical disk reproducing appa- 
ratus for decrypting an encrypted content from data in 
the user data area. In the DVD-ROM, as shown in Fig. 
39, encryption is performed on content data recorded 
on a disk. 

[0008] Referring to Fig. 39, the user data area of the 
DVD-ROM is constituted by a sector header area 3201 , 
a main data area 3202, and an error detection code 
3203. In this case, a sector address 3204 indicating a 
position of a sector, copyright control information 3205 
on which the copyright control information regarding da- 
ta recorded on the main data area 3202 (for example, a 
scramble flag, copy control information and the like) is 
recorded, and a decipher key 3206 for decrypting a ci- 
pher when the cipher is performed on data recorded on 
the main data area 3202 are recorded on the sector 
header area 3201. Also, mainly AV data required for 
copyright protection and the like are encrypted and re- 
corded on the main data area 3202. 
[0009] At the time of reproducing such a user data ar- 
ea, a decipher key 3206 required for reproducing en- 
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crypted content from the sector header area 3201 is first 
acquired. The acquired decipher key 3206 is inputted to 
a key decrypting device 3207, which decrypts the input 
decipher key 3206 to a content decipher key by using a 
predetermined disk key, and outputs the content deci- 
pher key to a decrypting device 3208. Next, the decrypt- 
ing device 3208 decrypts the encrypted content of the 
main data area 3202 using the decrypted content deci- 
pher key, according to the copyright control information 
3205 which has been stored on the sector header area 
3201 corresponding to the main data area 3202, and 
then, the decrypted content which is reproducible data 
can be obtained. 

[0010] In the optical disk according to the configura- 
tion shown in Fig. 39, it is possible to perform reading- 
out from the main data area 3202 through a driving ap- 
paratus of a personal computer or the like. However, un- 
just reproduction or production of pirated version can be 
prevented by constituting the optical disk so that an area 
where the decipher key 3206 is recorded can be read 
out only by an opticai disk reproducing apparatus with 
a regular authentication function. 
[0011] However, for the unjust copying preventing 
method using the generation management data, it is in- 
evitable to change the generation management data up- 
on copying (change from "once copying possible" to 
"copying impossible"). On the other hand, there is such 
a problem that unjust copying can not be prevented suf- 
ficiently by copying data on the optical disk together with 
the generation management data without changing the 
generation management data or by altering the gener- 
ation management data by a computer or the like and 
recording them on the optical disk. Furthermore, since 
the number of copyings is limited based on the genera- 
tion management data which has been previously re- 
corded together with the content, there is such a prob- 
lem that, even when a regular copyright royalty is paid, 
data which has been made "copying impossible" is not 
allowed to be copied to another optical disk at all, and 
a user must wait for providing content data from a con- 
tent provider. Both the problems are caused due to that 
the content provider can not manage content copying 
onto an optical disk of recording type performed by a 
user sufficiently. 

[0012] Recently, personal computers are further im- 
proved in performance and further they are connected 
to networks, so that cipher decryption can be performed 
at high speed by a plurality of personal computers. In 
order to further increase robustness of the cipher 
against such a decryption, it becomes necessary to ex- 
tend a key length of a key used for the cipher. However, 
in a key management method for recording a decipher 
key in a sector header as proposed conventionally, there 
is such an problem that only a decipher key with a size 
of a predetermined length (a size of decipher key area) 
or less is recorded, and a key length can not be elon- 
gated for the purpose of improving robustness of a ci- 
pher in the future. 



[0013] EP 0 802 527 A1 discloses an optical disc, an 
optical recorder, an optical reproducing device, an en- 
crypted communication system and an authorizing sys- 
tem for use of program. Optical discs described therein 

5 have auxiliary data recording areas, where different IDs 
for individual discs, and/or cipher keys and/or decoding 
keys for ciphers are recorded in advance in a factory. 
By using the IDs to release the soft ciphers, using the 
cipher keys when sending the ciphers, and using the de- 

10 coder keys when receiving the ciphers, user authoriza- 
tion procedures are simplified. 

SUMMARY OF THE INVENTION 

is [0014] The first object of the present invention is to 
provide an optical disk, an optical disk recording appa- 
ratus, an optical disk reproducing apparatus, an optical 
disk recording and reproducing apparatus, a method for 
recording and reproducing data on an optical disk, a 
20 method for recording data on an optical disk, a method 
for reproducing data on an optical disk, a method for de- 
leting data on an optical disk, and an information 
processing system, which can prevent unjust digital 
copying which a content provider can not manage. 
25 [0015] Also, the second object of the present inven- 
tion is to provide an optical disk, an optical disk recording 
apparatus, an optical disk reproducing apparatus, an 
optical disk recording and reproducing apparatus, a 
method for recording and reproducing on an optical disk, 
30 a method for recording on an optical disk, a method for 
reproducing on an optical disk, a method for deleting da- 
ta on an optical disk, and an information processing sys- 
tem, which can enhance reliability of a decipher key re- 
quired to decrypt data required for copyright protection. 
35 [001 6] Furthermore, the third object of the present in- 
vention is to provide an optical disk, an optical disk re- 
cording apparatus, an optica! disk reproducing . appara- 
tus, an optical disk recording and reproducing appara- 
tus, a method for recording and reproducing data on an 
40 optical disk, a method for recording data on an optical 
disk, a method for reproducing data on an optical disk, 
a method for deleting data on an optical disk, and an 
information processing system, which can set robust- 
ness level of cipher according to a level of copyright pro- 
45 tection of content to be recorded. 

[0017] In order to achieve the aforementioned ob- 
jects, an opticai disc as claimed in claim 1 , an optical 
disc recording apparatus as claimed in claim 5, an op- 
tical disc recording method as claimed in claim 9, an op- 
so tical disc reproducing apparatus as claimed in claim 13 
and an optical disc reproducing method as claimed in 
claim 1 6 are proposed according to the present inven- 
tion. 



[0018] These and other objects and features of the 
present invention will become clear from the following 
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description taken in conjunction with the preferred em- 
bodiments thereof with reference to the accompanying 
drawings throughout which like parts are designated by 
like reference numerals, and in which: 

5 

Fig. 1 is a plan view illustrating a data recording area 
of the optical disk of recording type 1 00 of a first 
preferred embodiment-according to the present in- 
vention; 

Fig. 2A shows a block diagram and a cross section io 
view illustrating an apparatus configuration for 
forming the BCA 1 06 of the optical disk 1 00 shown 
in Fig. 1; 

Fig. 2B shows a cross section view of the optical 
disk 1 00 after formation of the BCA 1 06 of the opti- is 
cal disk 1 00 shown in Fig. 1 and a graph showing a 
strength of a reflected light in the horizontal direc- 
tion; 

Fig. 3 is a diagram showing a recording format of 
the BCA 106 shown in Fig. 1; 20 
Fig. 4 shows a view for illustrating a sector structure 
of sector data 401 within a user data area 102 
shown in Fig. 1; 

Fig. 5 shows a view illustrating a configuration of a 
key management information area 1 07 shown in 25 

Rg- 1 ; 

Fig. 6A is a block diagram showing a recording 
method for recording a descramble key and AV data 
in the sector data 401 shown in Fig. 1 according to 
a modified preferred embodiment of the first pre- 30 
ferred embodiment; 

Fig. 6B is a block diagram showing a recording 
method for recording a key index to the descramble 
key and the AV data into the sector data 401 shown 
in Fig. 1, according to the first preferred embodi- 35 
ment; 

Fig. 7 is a block diagram showing a configuration of 
an optical disk recording and reproducing appara- 
tus of a second preferred embodiment according to 
the present invention; 40 
Fig. 8 is a flowchart showing a recording process of 
AV data carried out by a control CPU 71 0 of the op- 
tical disk recording and reproducing apparatus 
shown in Fig, 7; 

Fig. 9 is a flowchart showing an allocating process 45 
of a key management information area carried out 
by the control CPU 71 0 of the optical disk recording 
and reproducing apparatus shown in Fig. 7; 
Fig. 1 0 is a flowchart showing a recording process 
of a descramble key carried out by the control CPU so 
710 of the optical disk recording and reproducing 
apparatus shown in Fig. 7; 
Fig. 1 1 is a flowchart showing a reproducing proc- 
ess of AV data carried out by the control CPU 710 
of the optical disk recording and reproducing appa- ss 
ratus shown in Fig. 7; 

Fig. 12 is a flowchart showing an acquiring process 
of a descramble key carried out by the control CPU 



710 of the optical disk recording and reproducing 
apparatus shown in Fig. 7; 
Fig. 1 3 is a block diagram showing a method for de- 
termining whether or not a descramble key is regu- 
lar based on an encrypted descramble key accord- 
ing to a modified preferred embodiment of the first 
preferred embodiment; 

- Fig. 14 is a view showing a configuration of the de^ 
scramble area management table according to a 
modified preferred embodiment of the first preferred 
embodiment; 

Fig. 15A is a diagram showing whether or not cop- 
ying or reproducing of contents is possible within 
the same region or in different regions in the case 
that a region identifier is recorded when a content 
is recorded in the first preferred embodiment; 
Fig. 15B is a diagram showing whether or not cop- 
ying or reproducing of the content is possible in the 
same region or in different regions in the case that 
a region identifier is previously recorded when an 
optical disk is shipped in the first preferred embod- 
iment; 

Fig. 1 6 is a plan view showing a data recording area 
of an optical disk 1101 of a third preferred embodi- 
ment according to the present invention; 
Fig. 1 7 is a waveform diagram showing signal wave- 
forms of a reproduced signal 1201 and a repro- 
duced binarized signal 1207 in a BCA reproducing 
circuit 1 401 according to the third preferred embod- 
iment; 

Fig. 18 is a block diagram showing a configuration 
of the BCA reproducing circuit 1401 according to 
the third preferred embodiment; 
Fig. 19 is a block diagram showing a configuration 
of an optical disk recording and reproducing system 
according to the third preferred embodiment; 
Fig. 20 is a block diagram showing a configuration 
of an optical disk recording and reproducing system 
of the fourth preferred embodiment according to the 
present invention; 

Fig. 21 is a plan view showing a data recording area 
of an optica! disk 1601 of a fifth preferred embodi- 
ment according to the present invention; 
Fig. 22 is a block diagram showing a configuration 
of an optical disk recording and reproducing system 
according to the fifth preferred embodiment; 
Fig. 23 is a table showing a configuration of an ID 
adding table according to the fifth preferred embod- 
iment; 

Fig. 24 is a plan view showing a data recording area 
of an optical disk 1101a according to a modified pre- 
ferred embodiment of the third preferred embodi- 
ment; 

Fig. 25 Is a plan view showing a data recording area 
of an optical disk 1 601 a according to a modified pre- 
ferred embodiment of the fifth preferred embodi- 
ment; 

Fig. 26 is a block diagram showing a configuration 
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of a user data area on the optical disk, and a con- 
figuration of an optical disk reproducing apparatus 
for decrypting an encrypted content from data in a 
user data area, according to a sixth preferred em- 
bodiment of the present invention; 5 
Fig. 27 is a block diagram showing an arrangement 
of copyright control information and decipher key in- 
;, r > to anjser data area, and an arrangement of an en- 
crypted content into a main data area, in the optical 
disk according to the sixth preferred embodiment; 10 
Fig. 28 is a block diagram showing an arrangement 
of the case where a unit for error correction is ap- 
plied for a plurality of sectors in the optical disk ac- 
cording to the sixth preferred embodiment; 
Fig. 29 is a block diagram showing a configuration 15 
of a lead-in area 2401 and a user data area 2402 
within an optical disk of a seventh preferred embod- 
iment according to the present invention, and a con- 
figuration of an optical disk reproducing apparatus 
for decrypting an encrypted content from data 20 
stored in the lead-in area 2401 and the user data 
area 2402; 

Fig. 30A is a block diagram showing a data config- 
uration in the case of indicating an unrecorded sta- 
tus by an initial value of a decipher key in the main 25 
data area of the lead-in area within the optical disk 
according to the seventh preferred embodiment; 
Fig. 30B is a block diagram showing a data config- 
uration in the case of indicating a recorded status 
by a decipher key status table in the main data area 30 
of the lead-in area within the optical disk according 
to the seventh preferred embodiment; 
Fig. 31 is a block diagram showing an arrangement 
of a decipher key in the optical disk according to the 
seventh preferred embodiment; 35 
Fig. 32 is a block diagram showing a data configu- 
ration for managing data of an optical disk by a file 
management system of an eighth preferred embod- 
iment according to the present invention; 
Fig. 33 is a flowchart showing a recording process 40 
of content required for copyright protection, which 
is carried out by the file management system ac- 
cording to the eighth preferred embodiment; 
Fig. 34 is a flowchart showing a reproducing proc- 
ess of content, which is carried out by the file man- 
agement system according to the eighth preferred 
embodiment; 

Fig. 35 is a flowchart showing a deleting process of 
content, which is carried out by the file management 
system according to the eighth preferred embodi- so 
ment; 

Fig. 36 is a block diagram showing a configuration 
of an optical disk system of a ninth preferred em- 
bodiment according to the present invention; 
Fig. 37 is a block diagram showing a configuration 55 
of a user data area within an optical disk of a tenth 
preferred embodiment according to the present in- 
vention, a configuration of an optical disk recording 
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apparatus for encrypting and recording a content in- 
to the user data area, and a configuration of an op- 
tical disk reproducing apparatus for decrypting an 
encrypted content from data stored in the user data 
area; 

Fig. 38 is a block diagram showing a configuration 
of a user data area within an optical disk of an elev- 
enth preferred embodiment "according >pta -the 
present invention, a configuration of an optical disk 
recording apparatus for encrypting and recording a 
content into the user data area, and a configuration 
of an optical disk reproducing apparatus for de- 
crypting an encrypted content from data of the user 
data area; and 

Fig. 39 is a block diagram showing a configuration 
of a user data area of a DVD-ROM, and a configu- 
ration of an optical disk reproducing apparatus for 
decrypting an encrypted content from data of the 
user data area according to a prior art. 

DESCRIPTION OF PREFERRED EMBODIMENTS OF 
THE INVENTION 

[0019] Preferred embodiments according to the 
present invention will be described below with reference 
to the attached drawings. 

FIRST PREFERRED EMBODIMENT 

[0020] Fig. 1 shows a plan view illustrating a data re- 
cording area of an optical disk 1 00 of recording type of 
the first preferred embodiment according to the present 
invention. This optical disk 100 of recording type is a 
recording medium which is capable of recording digital 
data, and includes a write-once type non-rewritable op- 
tical disk and a rewritable optical disk. 
[0021 ] Referring to Fig. 1,101 denotes a lead-in area 
for recording therein management information for the 
optical disk 100, and 1 02 denotes a user data area for 
recording therein digital data which needs copyright pro- 
tection, such as (a) AV data content including at least 
one of image data (including still picture images and an- 
imated picture images) such as movies or the like, and 
speech sound data such as music or the like; and (b) 
computer software. 1 03 denotes a lead-out area for re- 
cording therein defect management information or the 
like. The lead-in area 101 is constituted by a read-only 
area 104 in which data is recorded in a form of pre-pits, 
and a recording and reproducing area 105 which is a 
rewritable area with guide grooves. In this case, in the 
read-only area 104, a control area or the like which de- 
scribes physical characteristics of the optical disk 100 
Is recorded in a form of pre-pits by the manufacturer. In 
the lead-out area 103 and rewritable area 105, data for 
writing test performed by an optical disk recording ap- 
paratus, management information for managing defects 
on the optical disk 1 00 are recorded by an optical disk 
recording apparatus. In addition, on the inner peripheral 
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side of the read-only area 104 in the lead-in area 101, 
a BCA 1 06 formed as disk individual information is once 
written on the optical disk 100 by the following well 
known method, after completion of the optical disk i 00 
on which content has been recorded. 
[0022] Fig. 2A shows a block diagram and a cross 
sectional view illustrating an apparatus configuration 
when-forming the BCA 1 06 of the optical disk 1 00 shown 
in Fig. 1, and Fig. 2B shows a cross sectional view of 
the optical disk 1 00 and a graph showing an intensity of 
reflected light in the horizontal direction after formation 
of BCA 1 06 of the optical disk 1 00 shown in Fig. 1 . 
[0023] Referring to Figs. 2 A and 2B, an example of 
the optical disk 100 of double-side recording type is 
shown, and the optical disk 1 00 is constituted so that a 
recording layer 202, a reflecting layer 203, a bonding 
layer 204, a reflecting layer 205 and a recording layer 
206 are inserted between two substrates 201 and 207. 
[0024] When the BCA is recorded on the optical disk 
100, as shown in Fig. 2A, data after phase encoding 
modulation in a stripe form is recorded so as to overlap 
on pits by irradiating a laser beam in a form of pluses 
from a high power laser light source 211 onto, for exam- 
ple, the reflecting layer 205 of the optical disk 100 
through a focusing lens 212 to eliminate or remove a 
part of the reflecting layer 205. Upon reproducing the 
signals, as shown in Fig. 2B, the signals, resulting from 
a lowered amount of reflecting light from the portions 
where the reflecting layer 205 is eliminated or removed, 
are intermittently reproduced. The BCA data is repro- 
duced through the phase encoding demodulation after 
the reproduced signals are binarized. The BCA formed 
by such a recording system can record a disk identifier 
which is specific information for each optical disk 1 00, 
and further, the BCA has such a feature that it is impos- 
sible to falsify recorded data. 

[0025] Fig. 3 shows a view of a recording format of 
the BCA 1 06 shown in Fig. 1 . As shown in Fig. 3, in the 
BCA 106, a synchronization code 301, an error detec- 
tion code 302, an error correction code 303 and the like 
are recorded to improve the reading-out factor of the 
BCA data 304. By connecting the plurality of BCA data 
304, a disk identification information 305 is constituted. 
In the disk identification information 305, there are re- 
corded types of data that are recordable into the user 
data area and the types of data which are reproducible 
from the user data area. It is impossible for the data of 
BCA 1 06 to falsify, and therefore, this can limit to a cer- 
tain degree of disk usage, by the user, by means of the 
disk identification information recorded when the optical 
disk 100 is manufactured. 

[0026] Fig. 4 shows a sector structure of sector data 
401 within the user data area 1 02 shown in Fig. 1 . Re- 
ferring to Fig. 4, the user data area 102 shown in Fig. 1 
has a sector structure which is accessible by a unit of a 
certain amount, and the sector data 401 is constituted 
by a header 402, main data 403 and an error detection 
code 404. 
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[0027] The main data 403 is an area in which AV data, 
computer data and the like are recorded. In the header 
402, a data ID (data identifier) 405, an ID error detection 
code 406, scramble control information 407, key infor- 
5 mation 408 or the like are recorded. In the data ID 405, 
a logical address for identifying sectors or the like is re- 
corded, and the ID error detection code 406 is provided 
for detecting errors in the data IDs. The scramble control 
information 407 is a flag for showing whether or not the 
main data has been scrambled, and in the key informa- 
tion 408, there is recorded information about a key for 
descrambling the main data. As the information about 
the key, the descramble key itself (in the modified pre- 
ferred embodiment of the modified preferred embodi- 
ment of the first preferred embodiment) or a key index . 
(in the first preferred embodiment), which is a pointer to 
the descramble key recorded onto another area of the 
optical disk 100, are recorded. An example of Fig. 4 
shows the case where a key index is recorded for refer- 
ring to the descramble key recorded in the key manage- 
ment information area 107 shown in Fig. 1 which is an- 
other area of the optical disk 100. 
[0028] Fig. 5 shows a configuration of the key man- 
agement information area 1 07 shown in Fig. 1 . Referring 
to Fig. 5, the key management information area 107 is 
constituted by a key information area 501 , a content in- 
formation area 502 and a key index list area 503. 
[0029] In the key information area 501 , the number of 
recorded key areas 504 is recorded, and the key infor- 
mation area 501 includes (a) a descramble key area 505 
which is an area for recording the descramble key to 
descramble the scrambled AV data or the like, and (b) 
a key status area 506 for recording therein a recording 
status (indicating unused, area reservation, recorded or 
the like) of the descramble key recorded in the descram- 
ble key area 505. In the descramble key area 505, a 
plurality of descramble keys are recorded, and a key in- 
dex for representing the stored position in the descram- 
ble key area 505 is recorded in the key index list area 
503. The above-mentioned plurality of descramble keys 
are possible to be referred to by this key index. In the 
key status area 506, the status information for repre- 
senting the recording status of the descramble keys is 
stored at a position which is possible to be referred to 
by the key index. 

[0030] In the content information area 502, the con- 
tents recorded on the optical disk 100 are registered 
when copyright protection is necessary, and the infor- 
mation with respect to keys used for that content is reg- 
istered. In the content information area 502, the number 
of contents 507 registered in the key index list area 503 
and content information 508 for the content number are 
recorded. In addition, in the content information 508, 
there are recorded a content ID for identifying the con- 
tent, the number of descramble keys used for the con- 
tent, and the pointer to the key index list 509 which 
records the used keys. The key index list area 503 is an 
area for recording indexes to refer to the keys used for 
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the content in a form of in content unit, in the key index 
list area 503, a key index for referring to the entire re- 
cording area of the descramble keys used for the con- 
tent is recorded. 

[0031] The optical disk of recording type 100 consti- 
tuted in this way makes it possible to control the record- 
ing operation and the reproducing operation in accord- 
ance with the protection level or the usage level of"the- 
copyright held by the contents, by recording information 
for representing conditions or status for disk usage on 
the disk identification information which is difficult to re- 
write such as a region identifier, a data category identi- 
fier and a disk identifier upon manufacturing, and by de- 
tecting such information by an optical disk and repro- 
ducing apparatus. Since data is recorded so as to make 
it difficult to rewrite so that a user can not change data, 
even in the case that the copyright protected content is 
copied to another optical disk, the disk identification in- 
formation cannot be copied while it remains possible to 
copy the user data area. Accordingly, by recording the 
data scrambled using the disk identification information 
on the optical disk, it can be prevented from reproducing 
correctly since there exists a user data area which can- 
not be descrambled in the optical disk having different 
disk identification information. 

[0032] Fig. 1 5A shows a diagram showing whether or 
not copying or reproducing the content is possible in the 
same region as well as in a different region in the case 
that a region identifier is recorded when the content is 
recorded in the first preferred embodiment, and Fig. 15B 
shows a diagram indicating whether or not the copying 
or the reproduction of the content is possible in the same 
region as well as a different region in the case that a 
region identifier is recorded in advance when the optical 
disk is shipped in the first preferred embodiment. 
[0033] For example, as shown in Fig. 15A, in the case 
that a region identification code is not recorded when 
the optical disk is shipped, and the region identifier, for 
representing the region where the contents are availa- 
ble when the contents are recorded, is recorded in a re- 
cording and reproducing area, the usage can be pre- 
vented in another region. However, the contents are re- 
cordable in a disk (for a region RC2 shown in Fig. 15A) 
to be used in another region, and it is possible to repro- 
duce the content correctly. A recording medium, in 
which a digital copying of the content is possible, is pro- 
vided with a tax imposing system to protect the benefit 
of copyright holders which collects an added charge 
when the optical disk is sold. However, the added 
charge differs according to country and in the case that 
the recording medium to be used in another country is 
utilized unjustly the possibility remains that the copyright 
holders will not be able to share in the appropriate profit. 
[0034] As shown in Fig. 15B, by recording in advance 
at the time of shipping in such way that the region iden- 
tifier cannot be falsified, copying or reproduction of the 
content to an optical disk to be used in another region 
can be prevented. In a manner similar to that of above, 
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in the case that a data category identifier is recorded as 
disk identification information, copying or reproduction 
of the content to the disk on which the data is recordable 
and reproducible can be limited by comparison between 

5 category identifiers which the record data have. In the 
case that an inherent disk identifier for each optical disk 
is recorded as disk identification information, the record- 
- ed data can be made available only by the optical disk 
by encrypting the recorded data with the disk identifier. 

10 [0035] In the present preferred embodiment, the data 
scrambled by the disk identification information may be 
AV data or computer data which needs copyright pro- 
tection or may be descramble keys for descrambling 
scrambled AV data or computer data. 

is [0036] Fig. 13 shows a block diagram showing a 
method forjudging whether or not a descramble key is 
a regular descramble key based on the encrypted de- 
scramble key according to the modified preferred em- 
bodiment of the modified preferred embodiment of the 

20 first preferred embodiment. As shown in Fig. 1 3, the da- 
ta obtained by adding an error detection code for detect- 
ing errors in the descramble key to the descramble key 
may be scrambled using disk identification information 
to calculate an encrypted descramble key, which may 

25 be recorded on the optical disk. In the optical disk repro- 
ducing apparatus, the encrypted descramble key is de- 
crypted into a descramble key, and an error detection 
code so that it is judged whether or not the decrypted 
descramble key is a regular descramble key by detect- 

30 jng errors based on the parity check in the decrypted 
error detection code. For example, in the case of de- 
scrambling using different disk identification informa- 
tion, an error descramble key is produced so that an ir- 
regular copy can be detected by checking the error de- 

35 tection code for determining that it is not any regular de- 
scramble key. 

[0037] As another method for recording disk identifi- 
cation information, by preparing stampers formed with 
a plurality of types of disk identification information in a 

40 form of pre-pits and by forming an optical disk from each 
of the stampers, different usage limitation may be given 
to respective optical disks formed from different 
stampers. In addition, by scrambling the disk identifica- 
tion information using a secret key and by recording the 

45 scrambled disk identification information on the optical 
disk, the protective level of the copyright described in 
the disk identification information is kept unknown to the 
users, and as a result, the copyright protection is further 
enforced. 

so [0038] The case where the descramble key itself is 
recorded as the information about the key described in 
Fig. 4 (in the modified preferred embodiment of the first 
preferred embodiment) and the case where the key in- 
dex, which is a pointer to the descramble key recorded 

55 in another area of the disk, is recorded (in the first pre- 
ferred embodiment) will be described with reference to 
Figs. 6Aand 6B. Fig. 6A shows a block diagram showing 
a recording method for recording a descramble key and 
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AV data in the sector data 401 shown in Fig. 1 according 
to the modified preferred embodiment of the first pre- 
ferred embodiment, and Fig. 6B shows a block diagram 
showing a recording method for recording a key index 
and AV data to a descramble key in the sector data 401 
shown in Fig. 1 according to the first preferred embodi- 
ment. 

[0039] in the case of Frg.^6A?4n the same-sector data 
401, the main data 403 and the descramble key which 
is key information 408a required for descrambling of the 
main data 403 are recorded. Thus, it is necessary to ac- 
quire a descramble key required for descrambling when 
AV data are recorded. That is to say, the acquisition or 
the purchase of the key itself are indispensable or inev- 
itable when AV data are recorded. 
[0040] On the other hand, in the case of Fig, 6B, in 
the same sector data 401 , the main data 403, and the 
key index which is the key information 408 for referring 
to the descramble key area for recording the necessary 
information for descrambling the main data 403 are re- 
corded, and the descramble key is recorded in an area 
designated by the key index. When the AV data are re- 
corded, the key ID indicating which key among the keys 
used in the recorded content can descramble is ac- 
quired, and the key information 408 is acquired which is 
a key index corresponding to the key ID from the key 
index list included in the content information, which is 
recorded together with the main data 403. The recording 
of the descramble key is carried out when the descram- 
ble key is obtained to be recorded in the descramble key 
area shown by the key index corresponding to the key 
ID. As a result, AV data and the descramble key corre- 
sponding to the AV data can be recorded independently. 
That is to say, the recording of AV data and acquisition 
or purchase of the key can be carried out independently 
so that the acquisition or the purchase of the key is not 
necessarily required when the AV data are recorded. It 
becomes possible for the user to utilize a method for 
recording the content and acquiring the key when actu- 
ally reproducing. 

[0041] Fig. 14 shows a configuration view of a de- 
scramble area management table according to a modi- 
fied preferred embodiment of the first preferred embod- 
iment. In the above-mentioned preferred embodiments, 
in order to correlate the encrypted content with the de- 
scramble key for descrambling its cipher the cases in 
which the key index is recorded for referring the de- 
scramble key to the same sector data 401 are de- 
scribed, however, the descramble area management ta- 
ble shown in Fig. 14, which manages the corresponding 
relationships between the address range of the sectors 
in which the encrypted content is recorded and the de- 
scramble key, may be used. This descramble area man- 
agement table represents the address range of the sec- 
tor in which the encrypted content is recorded with the 
starting address and the completion address, and when 
the data of the sector is reproduced, the descramble key 
is referred to and then the encrypted content is descram- 
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bled. 

[0042] In order to acquire the recorded content and 
the descramble key used for the recorded content, the 
contents ID that makes the content identifiable is uti- 
5 lized. As shown in Fig. 5, in the content information re- 
corded in the content management list within the content 
information area 502 recorded on the optical disk, the 
content ID and the list of the descramble key used for 
the content are recorded. By having a list configuration 
where a plurality of descramble keys can be used for 
one piece of content, such services are made available 
that a part of the content or a part of the software can 
be sold. 

[0043] In the modified preferred embodiment men- 
tioned above in reference to Fig. 13, when the data 
where the descramble key to which the error detection 
code is added such as a check sum or a cyclic redun- 
dancy check code is scrambled in the disk identification 
information is copied unjustly onto another disk, it can 
be detected as an error by descrambling with different 
disk identification information. In such a case, it is also 
possible to acquire a descramble key that is scrambled 
by disk identification information recorded on the optical 
disk, and to form a disk which can reproduced correctly 
by replacing that descramble key with the acquired de- 
scramble key. 

[0044] The key management information area 107 
shown in Fig. 1 is recorded in a lead-in area 101 which 
is rewritable. Generally, the user data area 1 02 compris- 
es a user area which is accessible from a drive appara- 
tus of a personal computer, and a spare area for the de- 
fect sector on an optical disk, and for the conventional 
READ command and WRITE command, only the user 
area can be accessible as a logical continuous area. By 
placing the key management information in the lead-in 
area 1 01 , direct access from the drive apparatus of the 
personal computer or the like can be prevented so that 
it can be made impossible to acquire a key for descram- 
bling the scrambled AV data or the like from the personal 
computer. 

SECOND PREFERRED EMBODIMENT 

[0045] Fig. 7 shows a block diagram illustrating a con- 
figuration of an optical disk recording and reproducing 
apparatus of the second preferred embodiment accord- 
ing to the present invention. This optical disk recording 
and reproducing apparatus is provided for recording 
contents of AV data such as image data or music data 
which require copyright protection for the optical disk 
100 according to the first preferred embodiment. 
[0046] Referring to Fig. 7, 701 denotes an optical disk 
of the first preferred embodiment, 702 denotes an opti- 
cal head which is an optical pickup constituted by a sem- 
55 jconductor laser and optical elements, and 703 denotes 
a recording and reproducing control circuit for control- 
ling the operation of the semiconductor laser and for bi- 
narizing the reproduced signals. 704 denotes a modu- 



EP 1 058 254 B1 



15 



20 



25 



30 



35 



40 



45 



8 



Patent # EP 1 058 254 rfile:///G:/1740%20>>>>>>)>/000121%20>>»>>>>/US-DVA%20>>>)>>>>/Ciied%20References/EP001058254.cpc] 



Page 9 of 7( 



15 

lating and demodulating circuit for digitally modulating 
digital data to be recorded and digitally demodulating 
the binarized reproducing signals, and 705 denotes an 
error detecting and correcting circuit for error detection 
and correction processing of errors caused by scratch- 
es, dust or the like on the optical disk 701 and for per- 
forming error correction code generation processing re- 
quired for the errors election and correction processing. 
706 denotes a buffer memory of a RAM used for a work- 
ing memory and a data buffer memory of the error de- 
tecting and correcting circuit 705, 707 denotes a de- 
scramble circuit for descrambling scrambled recorded 
AV data, and 708 denotes an MPEG decoding circuit for 
expanding compressed recorded dynamic image data 
or the like. 709 denotes an output circuit for D/A con- 
verting expanded image data to generate and output 
video signals and audio signals, 71 0 denotes a control 
CPU for controlling the entire operation of the optical 
disk recording and reproducing apparatus, and 711 de- 
notes a communication circuit for acquiring a descram- 
ble key for descrambling the cipher placed in the con- 
tents. 712 denotes a data receiving circuit for receiving 
digital data of the encrypted content such as image data 
and music data from a communication terminal appara- 
tus such as a set-top box. 

[0047] A data recording operation of the optical disk 
recording and reproducing apparatus of Fig. 7 constitut- 
ed as described above will be described. The digital data 
of the encrypted contents such as image data or music 
data transmitted form the communication terminal ap- 
paratus such as a set-top box or an MPEG encoder are 
temporarily stored in the buffer memory 706 after being 
received by the data receiving circuit 71 2. The error de- 
tecting and correcting circuit 705 generates error detec- 
tion and correction code required for the error detection 
and correction process caused by scratches or dust on 
the optical disk 701 in the digital data of the stored con- 
tents to reconfigure the record data. Forthe error detec- 
tion and correction code, a code such as a well known 
Reed-Solomon code is used. In this case, the reconsti- 
tuted record data includes digital data of content and 
error detection and correction code. The modulating and 
demodulating circuit 704 uses a modulation system 
such as an 8/1 6 modulation system upon recording, and 
digitally modulates the record data. Also, the recording 
and reproducing control circuit 703 modulates the inten- 
sity of the power of the laser beam outputted from the 
optical head 702 according to the record data modulated 
digitally so that the laser is irradiated onto the optical 
disk 701 to record the record data onto the optical disk 
701. 

[0048] Fig. 8 shows a flowchart indicating an AV data 
recording process carried out by the control CPU 71 0 of 
the optical disk recording and reproducing apparatus 
shown in Fig. 7. 

[0049] Referring to Fig. 8, first of all, in step S801 , the 
disk identification information of the lead-in area 101 is 
reproduced prior to recording of the AV data from the 
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optical disk 701, then in step S802 it is determined 
whether or not the digital data of the contents to be re- 
corded at the present are recordable from the type or 
class of data recordable in the user data area 1 02 which 

5 are recorded in the disk identification information. In the 
case of YES in step S802, the program flow proceeds 
to step S803, while in the case of NO, the recording op- 
eration is stopped in the step S810, and.thenrthe re** 
cording process of the AV data is completed. 

w [0050] In step S803, the data of the sector where the 
key management information is recorded in the lead-in 
area 101 is reproduced, and in step S804 it is deter- 
mined whether or not an area is allocated for the key 
information required for recording the contents in the re- 

15 produced key management information. In the case of 
NO in step S804, after allocating an area for recording 
the key information in the key management information 
area 107, the program flow proceeds to step S806. On 
the other hand, in the case of YES in step S804 the pro- 

20 gram flow directly proceeds to step S806. 

[0051] In the case that the content is recorded, the 
control CPU 71 0 of the optical disk recording and repro- 
ducing apparatus receives the record data of the en- 
crypted content, and information with respect to the de- 

25 scramble key for descrambling the cipher via the data 
receiving circuit 712, from the communication terminal 
apparatus. In this case, the information with respect to 
the key is the key itself used for the contents or a key 
ID for indicating to which key it corresponds among the 

30 keys used in the entire contents. In the case that the key 
ID is received, in step S806, the received key ID is con- 
verted into a key index which is a pointer for indicating 
an area where a descramble key corresponding to the 
key ID is recorded, and the converted descramble key 

35 js placed in a header area of the sector where the data 
of the contents to be decrypted with the descramble key 
is recorded. Then, in step S807, the control CPU 710 
carries out the following record data processing by con- 
trolling the recording and reproducing control circuit 

40 703, the modulating and demodulating circuit 704 and 
the error detecting and correcting circuit 705. In this 
processing, the codes for the error detection and cor- 
rection is added to the sector data which is desired to 
be recorded, and then, the sector data with those codes 

45 added are digitally modulated by using a modulation 
system such as a well known 8/16 modulation system 
so that the optical head 702 is controlled to locate at a 
predetermined recording position, and the intensity of 
the laser beam is modulated according to the record da- 

so ta digitally modulated. By doing this, the record data is 
recorded on the optical disk 701 , and in addition, in step 
S808 it is determined whether or not the recording of the 
contents has been completed, and in the case of NO, 
the program flow goes back to step S806 to repeat the 

55 above-mentioned processing. In the case of YES in step 
S808, the updated key management information is re- 
corded in the key management information area 1 07 on 
the optical disk 701 in step S809, and then, the recording 
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process of the AV data is completed. 
[0052] Fig. 9 shows a flowchart showing an allocating 
process of the key management information area car- 
ried out by the control CPU 710 of the optical disk re- 
cording and reproducing apparatus shown in Fig. 7. This 
process is provided for allocating areas for recording a 
descramble key prior to recording data of content. 
[0053]- Referring to Fig. 9, in step S901 , for example 
the information with respect to the key of the content 
recorded from an electronic program guide or the like 
(including the number of used descramble keys) is ac- 
quired, and then, in step S902, the key management in- 
formation within the key management information area 
1 07 recorded in the optical disk 701 is reproduced. Then 
in step S903, empty areas of the descramble key area 
505 are searched from the key status area 506 so as to 
determine whether or not the descramble key used in 
the content to be recorded can be recorded, in the case 
of NO in step S903, the recording operation is stopped 
in step S907, and then, the allocating process is com- 
pleted. On the other hand, in the case of YES in step 
S903, the contents to be recorded are registered in the 
content list within the content information area 502 so 
that recording areas are allocated by setting area res- 
ervation flags in corresponding key status areas in order 
to reserve an area required for the recording of de- 
scramble key in the descramble key area 505 in step 
S905. In addition, in step S906, a key index indicating 
allocated areas for recording descramble keys are 
formed as a key list, and then, after a pointer set as the 
content information is allocated, the allocation process 
is completed. 

[0054] Fig. 1 0 shows a flowchart showing a recording 
process of the descramble key carried out by the control 
CPU 710 of the optical disk recording and reproducing 
apparatus shown in Fig. 7. This recording process is 
provided for recording a descramble key acquired from 
a key management center in the optical disk 701 . 
[0055] Referring to Fig: 1 0, first of all, in step S1 001 , 
after the disk identification information of the lead-in ar- 
ea 101 on the optical disk 701 is reproduced, the disk 
identification information and the key ID for identifying 
keys required for descrambling for the desired content 
are transmitted to the key management center via the 
communication circuit 711 in order to acquire a de- 
scramble key from the key management center in step 
S1002. In the key management center, a descramble 
key required for descrambling of the content from the 
given key ID are selected so that the descramble key 
are encrypted using the information, such as the trans- 
mitted disk identification information, and then returned, 
[0056] After the descramble key corresponding to the 
key ID is acquired via the communication circuit 711 
from the key management center in step S1 003, the da- 
ta of the key management information area 107 is re- 
produced so that the key index for indicating an area for 
recording the descramble key is acquired from the key 
index list indicated by key ID among the data within the 



reproduced key management information area 107 in 
step S1004. Then in step S1005, the descramble key 
acquired above is allocated in the descramble key area 
indicated by the key index, and an acquired flag for in- 

s dicating a key acquired in the corresponding key status 
area 506 is set. In addition, in step S1006, whether or 
not the acquisition of all the keys are completed is de- 
termined, and then, 'in the case;of NO the above-men- 
tioned process is repeated by returning to step S1003. 

10 On the other hand, in the case of YES in step S1 006, 
the updated key management information is recorded 
in the key management information area 107 in step 
S1 007, and then, the descramble key recording process 
is completed. 

is [0057] Next, the data reproducing operation of the op- 
tical disk recording and reproducing apparatus of the 
present embodiment will be described in reference to 
Fig. 7. The digital data recorded on the optical disk 701 
is reproduced as follows. A laser beam from the semi- 
20 conductor laser from the optical head 702 is irradiated 
onto the optical disk 701 so that, at that time, the reflect- 
ed light which is reflected on the optical disk 701 is en- 
tered into the recording and reproducing control circuit 
703 via the optical head 702. The recording and repro- 
25 ducing control circuit 703 generates and outputs a gen- 
erated reproduced binarized signal to the modulating 
and demodulating circuit 704 by carrying out amplifica- 
tion and by a binarizing process after photoelectrical ly 
converting the entered reflected light. The modulating 
30 and demodulating circuit 704 digitally demodulates the 
digitally modulated signal into a digital signal by using a 
modulating system such as a well known 8/16 modulat- 
ing system upon recording, and then, outputs the result- 
ing digital signal to the error detecting and correcting 
35 circuit 705. Then the error detecting and correcting cir- 
cuit 705 uses the buffer memory 706 as a working mem- 
ory to carry out detecting and correcting processes of 
the errors caused by scratches or dust on the optical 
disk 701 . This error detecting and correcting process is 
40 carried out by decoding, for example, well known Reed- 
Solomon code. 

[0058] The reproduced data which are processed for 
error detection and correction is outputted to the de- 
scramble circuit 707 for carrying out the descramble 

45 process. The descramble circuit 707 uses the descram- 
ble key of the key management information area 107 
reproduced prior to the data reproduction in advance, 
and performs a descramble process for the reproduced 
data, which is then outputted to the MPEG decoding cir- 

50 cuit 708. Then the MPEG decoding circuit 708 expands 
the compressed dynamic image data and music data, 
and then, the expanded data is outputted to the output 
circuit 709. In addition, the output circuit 709 D/A con- 
verts the inputted expanded data into video and audio 

55 signals, and outputs the resulting video and audio sig- 
nals to upper-level apparatuses such as a television set, 
an audio device or the like. 

[0059] Fig. 1 1 shows a flowchart showing a reproduc- 
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tion process of AV data carried out by the control CPU 

710 of the optical disk recording and reproducing appa- 
ratus shown in Fig. 7. 

[0060] Referring to Fig. 1 1 , first of all, in step S1 1 01 , 
prior to recording of the AV data from the optical disk 
701, the disk identification information within the lead- 
in area 101 is reproduced, and in step S1 102, it is de- 
- tenmined whether or not the content desired to be repro- 
duced at present is reproducible from the types of re- 
producible data recorded in the disk identification infor- 
mation. In the case of NO in step S1 1 02, the reproducing 
operation is stopped in step S1 1 12, and then, the repro- 
ducing process of the AV data is completed. On the oth- 
er hand, in the case of YES in step S1102, the data in 
the sector where the key management information is re- 
corded within the key management information area 
107 of the lead-in area 101 are reproduced, and it is 
determined whether or not the key information required 
for the reproduction of the content has been recorded 
in the key management information reproduced in step 
S1104. In the case of YES in step S1104, the program 
flow proceeds to step S1 1 06 directly On the other hand, 
in the case of NO in step S1104, in step S1105, a de- 
scramble key is acquired via the communication circuit 

711 from the key management center which manages 
the keys, and is recorded in the key management infor- 
mation area 107 on the optical disk 701, then, the pro- 
gram flow proceeds to step S11 06. 

[0061] Then in step S1106, the control CPU 710 
makes the optical head 702 move to the user data area 
of the optical disk 701, and controls the recording and 
reproducing control circuit 703, the modulating and de- 
modulating circuit 704 and the error detecting and cor- 
recting circuit 705 so that the AV data are reproduced. 
Then in step S1 1 07, the descramble key required forthe 
descrambling of the sector data is acquired from the de- 
scramble key area 505 indicated by the key index in- 
cluded in the header of the reproduced sector, and then, 
in step S1108, the scrambled information for the de- 
scramble key is decoded by descrambling by means of 
the disk identification information. In addition, in step 
S1108, by checking the error detection code added to 
the descramble key, it is determined whether or not the 
descramble key has an error. In the case of YES in step 
S1108, the contents are judged as obtained irregularly 
(or the contents are copied irregularly), the reproducing 
operation is stopped in the step S1112, and then, the 
reproducing process of the AV data is completed. 
[0062] On the other hand, In the case of NO in step 
S1108, the data of the content is descrambled by the 
descramble key in S1 1 09, and the descrambled AV data 
is outputted to the MPEG decoding circuit 708 in step 
S1110. Then the control CPU 710 MPEG-expands the 
descrambled AV data through a predetermined MPEG 
system by controlling the MPEG decoding circuit 708 
and the output circuit 709, and then, the MPEG-expand- 
ed AV data is D/A converted into video signals and audio 
signals to be outputted to upper-level devices such as 



a television set, an audio device or the like. Then in step 
S1 111, it is determined whether or not the reproduction 
of the content is completed, and in the case of NO the 
program flow returns to step S1 1 06 to repeat the above- 
5 mentioned process. On the other hand, in the case of 
YES in step S1111, the reproducing process of the AV 
data is completed. 
-~ .{0063] •Hn^the case that an error is detected in step 
S1109, the content is regarded as obtained irregularly, 
for example, the content is regarded as copied irregu- 
larly, the reproducing operation is stopped. However, 
the key information may be acquired from the key man- 
agement center which manages the keys via the com- 
munication circuit 711 and recorded in the key manage- 
ment information area 107 on the optical disk 701 by 
carrying out the process of step S1 1 05 in the same way 
as the case where any key is not recorded. By doing 
this, even the copied AV data can become reproducible 
by obtaining the key in a regular procedure. 
[0064] Fig. 12 shows a flowchart showing an acquir- 
ing process of descramble key carried out by the control 
CPU 710 of the optical disk recording and reproducing 
apparatus shown in Fig. 7. This process is provided for 
reproducing descramble keys from the reproduced key 
index, and this process is carried out prior to the repro- 
ducing process of the AV data as shown in Fig. 11 . 
[0065] Referring to Fig. 1 2, first of ail, in step S1 201 , 
it is determined whether or not the data in the repro- 
duced sector area is scrambled by the scramble control 
information, and in the case of NO, the program flow 
proceeds to step S1 206. On the other hand in the case 
of YES in step S1201 , a key index is acquired by repro- 
ducing key information recorded in the same sector area 
as the above-mentioned sector area in step S1202, and 
then, the descramble key indicated by the above-men- 
tioned key index is acquired from the descramble key 
area 505 in step S1203, and afterwards in step S1204, 
the acquired descramble key is descrambled by using 
the disk identification information, and it is determined 
whether or not an error exists in the descramble key by 
checking the error detection code. In the case of YES 
in step S1204, the reproducing operation is stopped in 
step S1205, and the acquiring process of the descram- 
ble key is completed. On the other hand, in the case of 
NO in step S1204, the program flow proceeds to step 
S1206. When the reproduced sector is not scrambled 
or when any error is not found to exist as a result of de- 
scrambling the descramble key by the disk identification 
information, permission forthe reproducing operation Is 
granted in step S 1 206, the data of the reproduced sector 
is outputted, and then, the acquired process of the de- 
scramble key is completed. 

[0066] As described above, in the optical disk and in 
the optical disk recording and reproducing apparatus of 
the preferred embodiment according to the present in- 
vention, the recording and reproducing operations can 
be controlled by the user by using disk identification in- 
formation for read-only made at a disk manufacturing 
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stage. In addition, by scrambling a part of the data using 
the above-mentioned disk identification information, it 
can be prevented from reproducing normally data on the 
disk where the user data area is physically copied. Also, 
by allocating the descramble key required for the data 
descrambling in a different area from that for the data, 
the recording of the content and the recording of the de- 
scramble key can be carried out intiepen dentty? Thus, 
by recording the contents and by acquiring the descram- 
ble key if necessary, for example, when the data of the 
content are reproduced, the content can be maintained 
in a reproducible state or status. At this time, by scram- 
bling the descramble key with the disk identification in- 
formation, an irregular usage through physical copying 
can be explicitly prevented in the same way as that de- 
scribed above. In addition to this, a disk copied irregu- 
larly could become an optical disk which can be repro- 
duced normally by formally acquiring the descramble 
key scrambled with the disk identification information of 
the optical disk from the key management center and 
by recording the acquired descramble key in the optical 
disk. 

[0067] Although already encrypted data of the content 
inputted to the optical disk recording and reproducing 
apparatus are described above, by providing a circuit 
for encrypting the content within the optical disk record- 
ing and reproducing apparatus, the same effects can be 
obtained by encrypting the data of the inputted contents 
and recording that data on the optical disk. 
[0068] Although in the present preferred embodiment, 
by encrypting only the descramble key which is required 
for decrypting the encrypted content using the disk iden- 
tification information, copying between the disks having 
different disk identification information is prevented, 
copying can be prevented by encrypting the content it- 
self using the disk identification information. In addition, 
by encrypting the disk identification information using a 
secret key, it becomes possible to make the irregular 
decrypting of the content recorded on the disk more dif- 
ficult. 

ADVANTAGEOUS EFFECTS OF FIRST AND 
SECOND PREFERRED EMBODIMENTS 

[0069] An optical disk of the preferred embodiment 
according to the present invention records the disk iden- 
tification information carrying out the recording opera- 
tion and the reproducing operation into the user data ar- 
ea for each optical disk in a read-only area which is not 
rewritable, and therefore, the optical disk thereof can 
control the recording operation and the reproducing op- 
eration of the contents onto the optical disk by the user 
by using the information recorded upon manufacturing 
the optical disk. 

[0070] An optical disk of the preferred embodiment 
according to the present invention can prevent the disk 
identification information from being copied in order to 
make the correct decoding and reproduction of the data 
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impossible even in the case where the user data area 
information is copied by the user onto a different record- 
ing-type of optical disk by recording the encrypted data 
in the user data area of the optical disk with a key of the 
s disk identification information of read-only which is im- 
possible to be rewritten. 

[0071] An optical disk of the preferred embodiment 
-according to the present invention makes it possible to 
carry out independently (a) acquisition of the data which 
need copyright protection such as movies, music and 
(b) acquisition of the descramble key for decrypting the 
encryption, by recording the encrypted data and the de- 
scramble key for decrypting the encryption in different 
sector areas. In addition, by encrypting and recording 
the descramble key with a key of the disk identification 
information, even in the case where the user data area 
information is copied onto another recording-type opti- 
cal disk by the user, the disk identification information 
cannot be copied, and correct decoding and reproduc- 
tion of the data becomes impossible and by acquiring 
and recording the encrypted descramble key with a key 
of the disk identification information on the optical disk 
where it is copied, correct decoding and reproduction of 
the data can be made possible. 

THIRD PREFERRED EMBODIMENT 

[0072] Next, an encrypted content recording and re- 
producing method of a third preferred embodiment ac- 
cording to the present invention will be described in ref- 
erence to the drawings. Fig. 1 6 shows a plan view illus- 
trating a data recording area of an optical disk 1101 of 
the third preferred embodiment according to the present 
invention. 

[0073] Referring to Fig. 1 6, 1 1 01 denotes a recording 
medium which can record digital data, and which is a 
recording-type optical disk such as a rewritable or non- 
rewritable optical disk, 1 1 02 denotes a control user data 
area in which disk information is recorded in a form of 
minute concavo-convex pits, and 1103 denotes a user 
data area in which the user records data by irradiating 
a light beam of laser onto the optical disk. 1 104 denotes 
an BCA in which disk ID is recorded. In the BCA 1104, 
a recording film on minute concavo-convex pits in an 
inner periphery section of the control user data area 
1102 is trimmed by partially irradiating a laser beam of 
pulse laser such as a YAG laser or the like onto the re- 
cording film, so that a plurality of trimming areas 1105 
is formed in an elongated shape in the radius direction, 
thereby to record a disk ID which is the descrambled 
identification information. 

[0074] Fig. 1 7 is a waveform diagram showing a sig- 
nal waveform of a reproduced signal 1201 and a repro- 
duced binarized signal 1207 in a BCA reproducing cir- 
cuit 1401 according to the third preferred embodiment, 
and Fig. 1 8 shows a block diagram illustrating a config- 
uration of the BCA reproducing circuit 1401 according 
to the thirdpreferred embodiment. Fig. 17 shows a re- 
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producing signal 1201 when data of the BCA 1104 is 
reproduced. In Fig. 18, 1301 denotes an optical pickup, 
1302 denotes a pre-amplifier, 1303 denotes a low-pass 
filter (LPF), 1304 denotes a binarizing circuit, and 1305 
denotes a demodulation circuit. 
[0075] Referring to Fig. 18, a laser beam outputted 
from the optical pickup 1301 irradiates the BCA 11 04 of 
the optical* disk :'l T0 1-; and the-reflected lighMs photoe- 
lectrical^ converted by the optical pickup 1301, and 
thereafter, an electric signal which has been photoelec- 
trical^ converted is amplified by the pre-amplifier 1 302 
to obtain a reproduced signal 1 201 . In this case, the re- 
produced signal 1201 shown in Fig. 17 has a level cor- 
responding to the concavo-convex pits of the control us- 
er data area 1102, and in this reproduced signal 1201, 
each of 1 202, 1 203 and 1 204 denotes a trimming portion 
where signals in a form of concavo-convex pits drop out 
when the recording film is removed by the trimming 
process by the pulse laser. This trimming process is car- 
ried out by the manufacturer of the optical disk. 
[0076] Referring back to Fig. 18 for the description, 
the reproduced signal 1201 is inputted to the low-pass 
filter 1303, which then removes the modulated signal 
formed by the concavo-convex pits, and thereafter, out- 
puts a resulting signal to the binarizing circuit 1 304. The 
reproduced signal inputted into the binarizing circuit 
1304 is binarized by using a slice level 1206 which is a 
level significantly lower than the slice level 1205 instead 
of the normal slice level 1205 which binarizes a signal 
of control user data area 1 1 02, to obtain the reproduced 
binarized signal 1207. The reproduced binarized signal 
1207 outputted from the binarizing circuit 1304 is de- 
modulated by a demodulation circuit 1305, to obtain the 
disk ID signal 1306. 

[0077] As described above, by adding the disk iden- 
tification information for identifying an optical disk, man- 
agement of the optical disk can be easily implemented. 
Also, by recording the BCA 1104 in a form of concavo- 
convex pits, the information for identifying the optical 
disks within the BCA 11 04 can be prevented from being 
easily falsified. In addition, since the control user data 
area 1102 and the BCA 11 04 shown in Fig. 1 6 are ad- 
jacent from each other, the data of the BCA 1104 can 
be continuously reproduced when the data of the control 
user data area 1 1 02 are reproduced, or the data of the 
control user data area 1102 can be continuously repro- 
duced when the data of the BCA 11 04 are reproduced, 
and therefore, it becomes possible to accelerate the 
process for obtaining the information of the BCA 1104 
for identifying optical disks quickly by the CPU when, for 
example, the optical disk is started up, and for recording 
the encrypted content. 

[0078] Although the BCA 1104 of the preferred em- 
bodiment is formed so as to trim the recording film in a 
form of concavo-convex pits in the inner periphery sec- 
tion of the control user data area 1102, the recording 
film, which constitutes an optical disk of recording type 
which is either a rewritable or non-rewritable optical 



disk, is easily affected by heat as compared with the re- 
flecting film formed on a read-only optical disk. By trim- 
ming the inner periphery section of the control user data 
area 1102, the user data area 1103 can be protected 

5 from the heat emitted upon trimming as compared with 
the case where the outer periphery section is trimmed. 
Also, the reason why the BCA 1104 is formed on the 

.: inner peripheral side of the control user data area:1 T02- 
is that a margin should be taken into consideration in 

10 the case that the diameter of the spot of a laser beam 
changes due to the instability of a focusing servo circuit 
of the laser device. 

[0079] The data recorded in the BCA 1104 before 
trimming may be recorded in the control user data area 

is 1102. The data recorded in the BCA 1104 are also re- 
corded in the control user data area 1 1 02, and this leads 
to that the above data of the control user data area 1 1 02 
can be protected from the trimming. In addition, when 
the data recorded in the BCA 1104 is recorded continu- 

20 ously and repetitively from the BCA 1 1 04 to the control 
user data area 1 1 02, the position of the BCA 1 1 04 can 
be predicted by finding the above data of the control user 
data area 1102. 

[0080] Next, the procedure for recording the encrypt- 
25 ed content by the disk ID through a network on an optical 
disk 1101 having the above-mentioned BCA 1104 will 
be described. In the third to fifth preferred embodiments, 
a network means, for example, the Internet, the public 
telephone line or the other communication lines such as 
30 leased lines or circuits. Fig. 19 shows a block diagram 
illustrating a configuration of an optical disk recording 
and reproducing system according to the third preferred 
embodiment, and illustrates an apparatus configuration 
for recording encrypted contents on an optical disk of 
35 recording type 1101, which is either a rewritable or non- 
rewritable optical disk having the above-mentioned BCA 
1104. 

[0081] Referring to Fig. 19, an optical disk recording 
and reproducing system is constituted by comprising an 

40 optical disk recording and reproducing apparatus 1 41 0, 
and an encryption section 1406 connected to each other 
through a network 1 405 such as the Internet. The optical 
disk recording and reproducing apparatus 1410 com- 
prises an optical pickup 1 301 , a BCA reproducing circuit 

45 1 401 , the Internet 403, a recording circuit 1411, a data 
reproducing section 1412 and an encryption decoder 
1413. Also, the encryption section 1406 comprises an 
interface 1 404, a content memory 1407, and an encryp- 
tion encoder 1408. 

50 [0082] First of all, a laser beam outputted from the op- 
tical pickup 1301 irradiates, for example, the BCA 1104 
of the RAM type optical disk 1101 , and then, after the 
reflected light is photoelectrically converted by the opti- 
cal pickup 1301, a reproduced signal which has been 

55 photoelectrically converted is inputted to the BCA repro- 
ducing circuit 1401. The BCA reproducing circuit 1401 
reproduces a disk ID signal 1402 within the BCA based 
on the inputted reproduced signal, outputs the repro- 
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duced disk ID signal 1402 to the encryption decoder 
1413, and also simultaneously output the same disk ID 
signal 1 402 to the encryption encoder 1 408 of the en- 
cryption section 1406 via the interface 1403 and 1404 
as well as the network 1405. The encryption encoder 
1 408 encrypts data of content or scrambles data of con- 
tent for image and speech sound, so that the disk ID 
signal 4402 becomes a decipher key for decrypting the 
encryption on the optical disk 1101 where the data of 
the content within the content memory 1 407 is recorded. 
[0083] In the present preferred embodiment, a proc- 
ess of encrypting the content 1 407 using the disk ID sig- 
nal 1402 as a cipher key means the same as the en- 
crypting process. Also, in the present preferred embod- 
iment, encrypting and decrypting are considered as a 
relationship between a lock and a key, so that closing 
the lock with the key is referred to encrypting and open- 
ing the lock with the key is referred to decrypting. Ac- 
cordingly, encrypting and decrypting differ in the actual 
operation from each other, however, the keys for en- 
crypting and for decrypting are the same as each other. 
The content 1407 is denoted by C, the disk ID signal 
1402 is denoted by BCAS, the encrypted content 1409 
is denoted by C[BCAS], and the operation for the en- 
crypting process is denoted by * . Then the following 
equation can be represented: 



C * BCAS = C [BCAS] 



(1). 



[0084] The content 1 409 encrypted by the encryption 
section 1406 is sent to a recording circuit 1411 of the 
recording and reproducing apparatus 1410 via the inter- 
face 1403 and 1404 as well as the network 1405. The 
recording circuit 1411 digitally modulates data of the in- 
putted content in a predetermined manner, and records 
the data of the content onto the optical disk 1101 by 
modulating the intensity of the laser beam from the op- 
tical pickup 1 301 corresponding to the digitally modulat- 
ed data and irradiating the laser beam onto the optical 
disk 1101. 

[0085] Next, when the above content encrypted and 
recorded on the optical disk 1 1 01 is reproduced, a laser 
beam outputted from the optical pickup 1301 irradiates 
the area where the above encrypted content of the user 
data area 1103 is recorded, and after the reflected light 
is photoelectrically converted by the optical pickup 
1 301 , the reproduced signal which has been photoelec- 
trically converted is inputted to the data reproducing 
section 1412. The data reproducing section 1412 A/D 
converts the inputted reproduced signal into digital data, 
and outputs the digital data to the encryption decoder 
1413. On the other hand, a laser beam from the optical 
pickup 1301 is irradiated onto the BCA 1104 of the op- 
tical disk 1101, and after the reflected light is photoelec- 
trically converted by the optical pickup 1301 , the repro- 
duced signal which has been photoelectrically convert- 
ed is inputted to the BCA reproducing circuit 1401 . The 



BCA reproducing circuit 1 401 A/D converts the inputted 
reproducing signal to generate the disk ID signal 1402, 
and then, the disk ID signal 1402 is outputted to the en- 
cryption decoder 1413. 
5 [0086] The encryption decoder 1413 uses the input- 
ted disk ID signal 1402 as a key for decrypting the data 
of the encrypted content. At this time, when the content 
is regularly recorded oh the' optical distel'MM ; the key 
for decrypting the encrypted content recorded on the op- 
to tical disk 1101 is the disk ID signal 1402 of the optical 
disk 1101, and the disk ID signal 1402 outputted from 
the BCA reproducing circuit 1401 upon reproduction is 
also the disk ID signal (BCAS) of the optical disk 11 01 . 
Accordingly, the content which is either decrypted or de- 
15 scrambled is outputted from the encryption decoder 
1413 as an output signal 1414. When the operation for 
the decoding process is denoted by #, the following 
equation can be represented: 



20 



C [BCAS] # BCAS = C 



(2). 



[0087] In this case, when data of the content is image 
data, the image data such as an MPEG signal is expand- 

25 ed to obtain data of an image signal. 

[0088] As described above, the encrypting of the 
present preferred embodiment has a disk ID as a key, 
and since only one disk ID exists corresponding to one 
optical disk, there is such an advantageous effect that 

30 the same encrypted content can be recorded only on 
that optical disk. That is to say, when the above describe 
that content 1407 is attempted to be copied and repro- 
duced onto another optical disk which has another disk 
ID of ID2 from a regular optical disk which has, for ex- 

35 ample, a disk ID of ID1 , ID2 is outputted as the disk ID 
signal 1402 from the BCA reproducing circuit 401 . How- 
ever, the encrypted content is encrypted with a disk ID 
signal of ID1 , therefore, the encrypted content can not 
be decoded by the encryption decoder 1413. 

40 [0089] The encrypting encoder 1 408 is not located at 
a supplying source of the content, and is located on the 
side of the recording and reproducing apparatus in the 
network, then it may be formed in a form of an IC card 
or the like on which the encrypting encoder is mounted. 

45 Also, since the above-mentioned optical disk 1101 is en- 
crypted using only the disk ID, data can be reproduced 
with an arbitrary optical disk recording and reproducing 
apparatus having the BCA reproducing circuit 1401 and 
the encryption decoder 1413. 

50 

FOURTH PREFERRED EMBODIMENT 

[0090] Next, an encrypted content recording method 
of the fourth preferred embodiment according to the 
55 present invention will be described in reference to the 
drawings. Fig. 20 is a block diagram illustrating a con- 
figuration of an optical disk recording and reproducing 
system of a fourth preferred embodiment according to 
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the present invention, which shows an apparatus con- 
figuration for recording encrypted content on a record- 
ing-type optical disk which is either rewritable or non- 
rewritable optical disk having a BCA. In the description 
of the fourth preferred embodiment, the description for 
the elements shared with the third preferred embodi- 
ment are omitted. 

-[0091] Referring to Fig. 20, the optical disk recording 
and reproducing system according to the fourth pre- 
ferred embodiment comprises a CATV company appa- 
ratus 1501, a key issuing center apparatus 1507, a 
CATV decoder 1506, an optical disk recording and re- 
producing apparatus 1514, and a television set 1530. In 
this case, the CATV company apparatus 1501 compris- 
es a content memory 1502 for storing data of content 
such as movie software, a first cipher key memory 1 503 
for storing a first cipher key and a first cipher encoder 
1 504. Also, the key issuing center apparatus 1 507 com- 
prises a control section 1507a for controlling the opera- 
tion of the apparatus 1507, a time limiting information 
memory 1510 for storing time limiting information, and 
a recording admission code memory 1511 for storing a 
limiting admission code. In addition, the CATV decoder 
1506 comprises a system ID memory 1508 for storing a 
system ID of the CATV decoder 1 506, a first cipher de- 
coder 1 51 3, a second cipher encoder 1 51 6, and a com- 
pany identification signal memory 1523 provided within 
an IC card 1522. Furthermore, the optical disk recording 
and reproducing apparatus 151 4 comprises a recording 
circuit 1518, a data reproducing section 1519, a BCA 
reproducing circuit 1521, a second cipher decoder 
1 520, and a company identification signal memory 1 526 
provided within an ICcard 1524. 
[0092] First of ail, the first cipher encoder 1 504 of the 
CATV company apparatus 1501 encrypts the data of the 
content stored in the content memory 1502, such as 
movie software, using a first cipher key stored in the first 
cipher key 1 503, thereby to generate a first encrypted 
content 1505. Then the generated first encrypted con- 
tent 1 505 is transmitted to the first cipher decoder 1513 
of the CATV decoder 1 506 for each user via the netwo rk. 
When the data stored in the content memory 1 502 is 
denoted by C, the first cipher key 1503 is denoted by 
FK, and the first encrypted content 1505 is denoted by 
C[FK], then the following equation can be represented: 

C * FK = C [FK] (3). 

[0093] The CATV decoder 1 506 transmits, via the net- 
work to the key issuing center apparatus 1507, 

(a) a system ID for the CATV decoder 1 506 stored 
in the system ID memory 1508; and 

(b) a title code 1 509 inputted by using, for example, 
a keyboard (not shown) of the CATV decoder 1 506, 
which is added in advance to the above-mentioned 
content desired to be recorded on the audio-type or 



RAM-type optical disk 1101. In this case, the title 
code 1 509 may be inputted by being selected ac- 
cording to the TV screen or may be inputted directly 
using the keyboard or may be inputted from a re- 

s mote controller or the like. Accordingly, the title code 
1509 may be obtained by user's acquisition in his 
own way, or may be to the CATV decoder 1506 to- 
; gether with the first encrypted content 1 505. The ti- 
tle code 1509 may be sent in advance at a different 

10 time from that of the first encrypted content 1 505 in 
a form such as a program guide. 

[0094] Based on the system ID of the CATV decoder 
1506 and the title code 1509 of the above-mentioned 
15 content, the control section 1507a of the key issuing 
center apparatus 1507 refers to the time limiting infor- 
mation stored in the time limiting information memory 

1510 and the recording admission code stored in the 
recording admission code memory 1511 , and transmits 

20 a key (K) 1512 corresponding to these data of the re- 
cording admission code and the time limiting code, to- 
gether with the recording admission code and the time 
limiting code, via the network to the first cipher decoder 
1 51 3 of the CATV decoder 1 506. The time limiting infor- 
ms mation allows the same content to be distinguished 
among the cases where the same content is broadcast- 
ed a plurality of times at different times. When the first 
decipher key is denoted by FK, the system ID of the 
CATV decoder 1 506 is denoted by DID, the time limita- 
30 tion information is denoted by TIME, the recording ad- 
mission code is denoted by COPY, and the title code 
1509 of the content is denoted by T. Then, the key (K) 
satisfies the relationship indicated by the following 
equation: 

35 

FK=K*T*DID*TIME*COPY (4). 

[0095] It is determined whether the recording admis- 
40 sion code stored in the record permission code memory 

1511 is permitted only for watching and listening, or for 
both of watching and listening, and recording, based on 
a judgment result when the CATV company apparatus 
1501 , for example, judges whether or not the broadcast 

45 content is a new work or an old work. 

[0096] The first cipher decoder 151 3 of the CATV de- 
coder 1506 decrypts the first encrypted content 1505 
when the first decipher key (FK), the key (K) 1512, the 
title code 1 509 of the above-mentioned content, the sys- 

50 tern ID, the record permission code and the time limita- 
tion information satisfy the above-mentioned relation- 
ship, and the present time information outputted from 
the clock circuit 1527 satisfies the condition of the time 
limitation information. In this case, when the above- 

55 mentioned encrypted content are an image signal, the 
descrambled image signal is outputted from the first ci- 
pher decoder 1 51 3 to the television set 1 530, and then 
the user can watch an image of the image signal and 
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listen to an audio signal corresponding to the image sig- 
nal. In this case, the decrypting process of the first cipher 
decoder 1 51 3 is expressed by the following equation: 

C [FKJ # (K*T*DID*THv1E*COPY) 
= C[FK]#FK . r 

= C (5). 

[0097] When the record permission code permits only 
watching and listening, the content data can be record- 
ed on the optica) disk 1101, however, when both of 
watching and listening, and recording are permitted, the 
content data can be recorded on the optical disk 1101 . 
Therefore, this method will be described as follows. 
[0098] The BCA reproducing circuit 1521 of the opti- 
cal disk recording and reproducing apparatus 1514 re- 
produces the data of the BCA 1104 of the optical disk 
1101 to obtain the disk ID signal 1515, and outputs the 
disk ID signal to the second cipher encoder 1 51 6 of the 
CATV decoder 1506. The second cipher encoder 1 51 6 
of the CATV decoder 1 506 encrypts the data of the con- 
tent outputted from the first cipher decoder 1513, using 
the disk ID signal 1515 as the second cipher key to gen- 
erate a second encrypted content 1 51 7, and outputs the 
generated second encrypted content 1517 to the re- 
cording circuit 1 51 8 of the optical disk recording and re- 
producing apparatus 1514. It is to be noted that the 
above-mentioned encrypting of the second cipher de- 
coder 1 51 6 is limited to the time when the first encrypted 
content is decrypted and outputted from the first cipher 
decoder 1513. The content which is the output signal 
from the first cipher decoder 1 51 3 is denoted by C, the 
disk ID signal 1515 which is the second cipher key is 
denoted by BCAS, and the second encrypted content 
1517 is denoted by C[BCAS], then the following equa- 
tion can be represented: 

C * BCAS = C [BCAS] (6). 

[0099] The second encrypted content 1517 sent to the 
recording circuit 1518 of the optical disk recording and 
reproducing apparatus 1514 is modulated using, for ex- 
ample, a well known 8/16 modulation system to the re- 
cording circuit 1518, and then, the modulated signal is 
recorded in the user data area 1 103 on the optical disk 
1101 by the optical pickup (not shown) . When the 
above-mentioned content encrypted and recorded on 
the optical disk 1101 is reproduced, the laser beam out- 
putted from the optical pickup is irradiated onto an area 
where the above-mentioned encrypted content is re- 
corded on the optical disk 1 1 01 , so that the reflected light 
enters the optical pickup. The above-mentioned optical 
pickup photoelectrical^ converts the entered reflected 
light into a reproduced electric signal, and then, the re- 



produced signal which has been photoelectrically con- 
verted is outputted to the data reproducing section 1519. 
The data reproducing section 1519 A/D converts the in- 
putted reproduced signal into a digital reproduced sig- 
s nal, and then, the digital reproduced signal is outputted 
the second cipher decoder 1 520. 
[0100] On the other hand, a laser beam outputted 
—from the optical pickup is irradiated onto the BCA 1104 
of the optical disk 1 1 01 , so that the reflected light enters 
the optical pickup. The above-mentioned optical pickup 
photoelectrically converts the inputted reflected light in- 
to a reproduced electric signal, and then, the repro- 
duced signal which has been photoelectrically convert- 
ed is outputted to the BCA reproducing circuit 1 521 . The 
BCA reproducing circuit 1 521 generates the disk ID sig- 
nal 1515 based on the inputted reproduced signal, and 
. the generated disk ID signal is outputted to the second 
cipher decoder 1520. In response to the disk ID signal, 
the second cipher decoder 1520 decrypts the repro- 
duced encrypted content from the data reproducing sec- 
tion 1519, using the inputted disk ID signal 1515 as a 
key. At that time, in the case that the content is regularly 
recorded on the optical disk 1101, the key for decrypting 
the encrypted content recorded on the optical disk 1 1 01 
is the disk ID of the optical disk 11 01 , and the disk ID 
signal outputted from the BCA reproducing circuit 1 521 
is also the disk ID signal (BCAS) of the optical disk 1 1 01 , 
and therefore, the second cipher decoder 1 520 can nor- 
mally carry out the decrypting process. Accordingly, the 
data of the content decrypted or descrambled are out- 
putted from the second cipher decoder 1520 as an out- 
put signal 1525. In this case, the decrypting process of 
the second cipher decoder 1520 can be expressed in 
the following equation. When the data content is an im- 
age signal, the second cipher decoder 1520 expands, 
for example, an MPEG signal to reproduce an original 
image signal, and then, outputs the image signal. 

C [BCAS] # BCAS = C (7) 

[0101] The above-mentioned optical disk 1101 is en- 
crypted using only the disk ID signal (BCAS) 1 51 5, and 
therefore, it is possible to reproduce content data by an 
arbitrary optical disk recording and reproducing appara- 
tus comprising a BCA reproducing circuit 1521 and the 
second cipher decoder 1520. Although the encryption 
encoders 1 504 and 1516 perform encryption andthe en- 
cryption decoders 1513 and 1520 perform decryption in 
the above description, encrypting and decrypting may 
be performed by such a configuration that programs for 
encryption algorithms and decryption algorithms are in- 
cluded in the program carried out by the CPU which is 
the control section within each of the apparatuses 1501 , 
1506 and 1514. 

[0102] Although, in the present preferred embodi- 
ment, the second cipher encoder 1 51 6 of the CATV de- 
coder 1 506 encrypts the content using the disk ID signal 
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1 51 5 as the second cipher key, the content may be en- 
crypted as follows. For example, the IC card 1522 pre- 
pared for each CATV company apparatus 1 501 may be 
mounted on the CATV decoder 1506, and the company 
identification signal recorded within the company iden- 
tification signal memory 1523 of the IC card 1522 and 
the disk ID signal (BCAS) reproduced by the BCA re- 
producing circuit 1521 rrtay be combined to be used as 
the second cipher key for encrypting the content by the 
second cipher encoder 1516. The content of the output 
signal from the first cipher decoder 1513 is denoted by 
C, the disk ID signal 1515 which is the first second cipher 
key is denoted by BCAS, the company identification sig- 
nal 1523 which is the second cipher key is denoted by 
CK, and the second encrypted content 1 51 7 is denoted 
by C[BCAS, CK]. Then, the encrypting process of the 
second cipher encoder 1 51 6 is expressed by the follow- 
ing equation: 

C * BCAS * CK = C [BCAS, CK] (8). 

[0103] Next, when the content encrypted and record- 
ed on the optical disk 1101 is reproduced, a laser beam 
outputted from the optical pickup is irradiated onto an 
area in which the above encrypted content has been re- 
corded on the optical disk 11 01 , so that the reflected light 
enters the optical pickup. The optical pickup photoelec- 
trical^ converts the entered reflected light to a repro- 
duced signal, which is then outputted to the data repro- 
ducing section 1519. The data reproducing section 1519 
A/D coverts the inputted reproduced signal into a digital 
reproduced signal, which is then outputted to the second 
cipher decoder 1520. On the other hand, a laser beam 
outputted from the optical pickup is irradiated onto the 
BCA 1104 of the optical disk 1101 so that the reflected 
light enters the optical pickup. The optical pickup pho- 
to electrically converts the entered reflected light into a 
reproduced signal, which is outputted to the BCA repro- 
ducing circuit 1521. The BCA reproducing circuit 1521 
reproduces the disk ID signal 1515 based on the input- 
ted reproduced signal, and then, the disk ID signal 1515 
is outputted to the second cipher encoder 1 51 6 and the 
second cipher decoder 1520. 

[0104] In addition, the company identification signal 
stored in the company identification signal memory 
1526 of the IC card 1524 mounted on the optical disk 
recording and reproducing apparatus 1514 is inputted 
to the second cipher decoder 1 520. The company iden- 
tification signal may not be recorded within the company 
identification signal memory 1526 of the IC card 1524, 
for example, upon installation of a recording program of 
the optical disk recording and reproducing apparatus 
1514, the company identification signal may be record- 
ed in a memory (not shown) connected to a CPU of a 
control section of the optical disk recording and repro- 
ducing apparatus 1514. Alternatively, the company 
identification signal may be inputted using a keyboard 



(not shown) of the optical disk recording and reproduc- 
ing apparatus 1514. 

[01 05] The second cipher decoder 1 520 decrypts the 
encrypted content using the inputted disk ID signal 1515 
s and the company identification signal as decipher keys. 
At this time, in the case that the user of the CATV de- 
coder 1506 contracts formally with a particular CATV 
company- having the CATV company apparatus 1502, 
and the content 1 502 is regularly recorded on the optical 
10 disk 1101 , the first decipher key for the encrypted con- 
tent encrypted and recorded on the optical disk 11 01 is 
just the disk ID signal (BCAS) of the optical disk 1101 
which will be reproduced exactly at that moment, and 
the second cipher key is the company identification sig- 
is nal (CK) stored in the company identification signal 
memory 1 526 of the IC card 1 524 supplied from the con- 
tracted CATV company. Accordingly the outputted sig- 
nal 1 525 of the decoded or descrambled contents is out- 
putted from the second cipher decoder 1520. In this 
20 case, the decrypting process of the second cipher de- 
coder 1520 is expressed in the following equation. 
When the content is an image signal, for example, an 
MPEG signal is extended by the second cipher decoder 
1520, and then, an output signal 1525 of the image sig- 
25 nal is outputted. 

C [BCAS, CK] # (BCAS * CK) = C (9) 

30 [0106] Since the content of the above optical disk 
1101 is encrypted using the disk ID signal 1515 and the 
company identification signal, it is possible to carry out 
reproduction by an arbitrary optical disk recording and 
reproducing apparatus comprising the BCA reproducing 

35 circuit 1521 and the second cipher decoder 1520 if the 
contract is made with the CATV company which supplies 
the above-mentioned content. On the contrary, if the 
contract is not made with above-mentioned CATV com- 
pany, the company identification signal cannot be ob- 

40 tained, and the content cannot be reproduced, then this 
makes it possible to distinguish the contracted userf rom 
non-contracted user. 

[0107] Also, since in the present preferred embodi- 
ment each user sends a disk ID signal from the optical 

45 disk recording and reproducing apparatus 1514 to the 
CATV decoder 1 506 located at their own home to en- 
crypt image data or the like, it is not necessary for the 
CATV apparatus 1501 to change encrypted content in- 
dividually delivered to each user, therefore, the system 

so for broadcasting can be simplified to supply the same 
content to a mass audience at low cost. In addition, ac- 
cording to the present preferred embodiment, recording 
on only one RAM-type optical disk can be permitted for 
each user having the CATV decoder 1506. 

55 [0108] Although, in the present preferred embodi- 
ment, the case where the content is broadcasted from 
a head end of the cable television system is described, 
the present invention is not limited to this, the present 
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invention can be applied to broadcasting using radio 
wave. 

FIFTH PREFERRED EMBODIMENT 

[0109] A method for recording and reproducing en- 
crypted content of a fifth preferred embodiment accord- 
ing to the/present invention :will be described in refer- 
ence to the drawings. Fig. 21 shows a plan view illus- 
trating a data recording area of an optical disk 1601 of 
the fifth preferred embodiment according to the present 
invention, and Fig. 22 is a block diagram showing a con- 
figuration of an optical disk recording and reproducing 
system according to the fifth preferred embodiment. In 
the fifth preferred embodiment, the description for the 
common elements with the third and the fourth preferred 
embodiments are omitted in the following description. 
[0110] Referring to Fig. 21, 1601 denotes a recording- 
type optical disk which is either a rewritable type or non- 
rewritable type of optical disk, 1 602 denotes a control 
user data area in which disk information is recorded in 
a form of concavo-convex pits, 1 603 denotes a user da- 
ta area into which the user record the data by irradiating 
a light beam from a laser onto the optical disk, and 1 604 
denotes an BCA in which a disk ID is recorded. 
[0111] In the BCA 1604, a plurality of trimming areas 
1606 having an elongated shape in the radius direction 
are formed by partially trimming a recording film on con- 
cavo-convex pits in the inner peripheral section of the 
control user data area 1 602 using a pulse laser such a 
YAG laser or the like. The trimming is carried out by the 
disk manufacturer. Also, by adding the disk ID to the da- 
ta recorded in the BCA 1 604, the management of the 
optical disk can be easily implemented. In addition, by 
recording the data of the BCA 1604 on the concavo-con- 
vex pits, the information for identifying the optical disk 
which is recorded in the BCA 1604 can be prevented 
from easily being falsified. 

[0112] In addition, by arranging the control user data 
area 1 602 and the BCA 1 604 so as to be adjacent from 
each other, the data of the BCA 1 604 can be reproduced 
continuously when the data of the control user data area 
are reproduced or the data of the control user data area 
can be reproduced continuously when the data of the 
BCA 1604 are reproduced, therefore, it becomes pos- 
sible to accelerate the process for obtaining or acquiring 
information of the BCA 1 604 so as to identify the optical 
disk quickly by the CPU, for example, when the optical 
disk is started up and for recording the encrypted con- 
tents. 

[0113] Although the BCA 1604 of the present pre- 
ferred embodiment is formed by trimming the recording 
film on the concavo-convex pits in the inner periphery 
section of the control user data area 1 602, the recording 
film which constitutes an optical disk of recording type 
which is either a rewritable type or non -rewritable-type 
of optical disk is easily affected by heat, as compared 
with the reflecting film formed on a read-only optical 



disk. By trimming the inner periphery section of the con- 
trol user data area 1 602, the recording data of the user 
data area 1 603 can be protected from the heat gener- 
ated upon trimming as compared with that when the out- 

5 er periphery section is trimmed. The reason why the 
BCA 1604 is formed on the inner peripheral side of the 
control user data area 1 602 is that a margin is taken into 
consideration, when the diameter of the bearrtspot from 
a laser beam fluctuates due to instability of a focusing 

10 servo circuit of a laser device. The data recorded in the 
BCA 1 604 before trimming may be recorded in the con- 
trol user data area 1 602. The data recorded in the BCA 
1 604 can be recorded in the control user data area 1 602 
so that the above-mentioned data of the control userda- 

15 ta area 1602 can be protected upon trimming. 

[0114] In addition, when the above-mentioned data is 
recorded continuously and repetitively from the BCA 
1 604 to the control user data area 1 602, the position of 
the BCA 1 604 can be predicted by finding out the above- 

20 mentioned data in the control user data area 1 602. Also, 
the data in the key information recording area 1605 is 
recorded by irradiating a light beam in the same way as 
that of the user data area 1 603. 
[01 15] In a manner similar to that of the present pre- 

25 ferred embodiment, by arranging the control user data 
area 1 602 and the key information recording area 1 605 
so as to be adjacent from each other, the data in the key 
information recording area 1605 can be reproduced 
continuously when the data ofthe control user data area 

30 1 602 are reproduced or the data of the control user data 
area 1602 can be reproduced continuously when the da- 
ta of the key information recording area 1 605 are repro- 
duced, therefore, it becomes possible to accelerate the 
process for obtaining the information of the BCA 1 604 

35 to identify the optical disk quickly by a CPU when, for 
example, the optical disk is started up and for reproduc- 
ing the encrypted content. 

[0116] Referring to Fig. 22, the optical disk recording 
and reproducing system according to the fifth preferred 

40 embodiment comprises a CATV company apparatus 
1 701 , a key issuing center apparatus 1 707, a CATV de- 
coder 1706, an optical disk recording and reproducing 
apparatus 1 714, and a television set 1 730. In this case, 
the CATV company apparatus 1701 comprises a con- 

45 tent memory 1 702 for storing the content such as movie 
software, a first cipher key memory 1 703 for storing a 
first cipher key and a first cipher encoder 1 704. Also, the 
CATV decoder 1706 comprises a system ID memory 
1708, a first cipher decoder 1713, and a clock circuit 

so 1725 for outputting the present time information. Fur- 
ther, the key issuing center apparatus 1 707 comprises 
a control section 1 707a for controlling the operation of 
the apparatus 1 707 and a time limiting information mem- 
ory 1710. Further, the optical disk recording and repro- 

55 ducing apparatus 1714 comprises a recording circuit 
1717, a key information recording circuit 1719, a BCA 
reproducing circuit 1720, a data reproducing section 
1 721 , a second cipher decoder 1 722 and a key informa- 
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tion reproducing section 1 723. 
[01 1 7] First of all, the first cipher encoder 1 704 of the 
CATV apparatus 1 701 encrypts data of content such as 
movie software which is stored in the content memory 
1 702, using the first cipher key 1 703, so as to generate 
a first encrypted content 1 705, and transmits the gener- 
ated first encrypted content 1 705 to the first cipher de- 
coder i71 3 of the CATV decoder 1706 of each user 
through the network. The content stored in the content 
memory 1 702 is denoted by C, the first cipher key stored 
in the first cipher key memory 1703 is denoted by FK, 
and the first encrypted content 1 705 is denoted by C 
[FK], then, the following equation can be represented: 



C*FK=C[FK] 



(10). 



[01 1 8] The CATV decoder 1 706 transmits to the con- 
trol section 1 707a of the key issuing center apparatus 
1 707 via the network, a system ID stored in the system 
ID memory 1 708 of the CATV decoder 1 706, and a title 
code 1709 of the above-mentioned content which user 
wishes to watch and listen to where the title code 1 709 
is inputted by using, for example, a keyboard (not 
shown). The above-mentioned title code may be input- 
ted by selecting according to the screen of the television 
set 1730, may be inputted directly using the keyboard 
or may be inputted from the remote controller or the like. 
Accordingly, the title code may be obtained by a user in 
his way, may be sent from the CATV decoder 1 706 to- 
gether with the first encrypted content or may be sent in 
advance at different time from that of the first encrypted 
content in a form of program guidance or the like. 
[01 1 9] Based on the system ID of the CATV decoder 
1 706 and the title code of the above-mentioned content, 
the control section 1707a of the key issuing center ap- 
paratus 1 707 generates the corresponding key (K) 1 71 2 
in reference to the corresponding time limitation infor- 
mation stored in the time limitation information memory 
1710, and then, transmits the generated key (K) 1712 
to the first cipher decoder 1713 of the CATV decoder 
1706 via a network. The time limitation information 
makes it possible to distinguish among the cases where 
the same content is broadcasted a plurality of times at 
different times. The first decipher key is denoted by FK, 
the system ID of the CATV decoder 1706 is denoted 
DID, the time limitation information is denoted by TIME, 
and the title code of the content is denoted by T, the key 
(K) 1712 satisfies the relationship represented by the 
following equation: 



FK = K *T * DID * TIME 



(11). 



[01 20] The first cipher decoder 1 71 3 can decrypt the 
first encrypted content 1 705 if thefirst decipher key (FK), 
the above key (K) 171 2 transmitted from the key issuing 
center apparatus 1 701 , the title code of the above-men- 



tioned content, the system ID, and the time limitation in- 
formation satisfy the above-mentioned relationship and 
the time limitation information satisfies the condition of 
the present time information from the clock circuit 1 725. 

5 In this case, when the first encrypted content 1 705 is an 
image signal, the descrambled image signal is outputted 
to the television set 1 730 from the first decipher decoder 
1 71 3, so that the user ean watch-and listen to the content 
on the television set 1730. In this case, the decrypting 

10 process of the first cipher decoder 1 71 3 is expressed as 
follows: 



15 



C[FK]#(K*T* DID* TIME) 
= C [FK] # FK 
= C 



(12) 



20 [0121] Next, the method for recording the above-men- 
tioned content on the optical disk 1 601 will be described. 
When the content is recorded on the optical disk 1601 , 
the first encrypted content 1 705 which has not been de- 
crypted by the CATV decoder 1 706 is transmitted to the 

25 recording circuit 1 71 7 of the optical disk recording and 
reproducing apparatus 1 714 from the first cipher encod- 
er 1 704 of the CATV company apparatus 1 701 . The re- 
cording circuit 1717 digitally modulates data of the re- 
ceived first encrypted content 1705 by using a modula- 

30 tion system such as a well known 8/1 6 modulation sys- 
tem, and the modulated digital data are recorded on the 
optical disk 1601 by the optical pickup (not shown). Ac- 
cordingly, it is necessary for the first encrypted content 
1 705 to be decrypted in order to reproduce the above- 

35 mentioned content encrypted and recorded on the opti- 
cal disk 1601. 

[0122] The optical disk recording and the reproducing 
apparatus 1714 transmits to the control section 1707a 
of the key issuing center apparatus 1707 via the net- 

40 work, the disk ID signal 1715 of the optical disk 1601 
reproduced by the BCA reproducing circuit 1 720 and the 
title code 1 71 6 of the above-mentioned content, which 
is inputted using, for example, a keyboard (not shown) 
and which the user wishes to reproduce. As to the timing 

45 for sending the disk ID, the disk ID may be sent when 
the key issuing center apparatus 1707 is accessed or 
the disk ID may be sent together with the title code when 
listening and watching the content. 
[01 23] Although as a method for transmitting the disk 

so ID, a method for sending the output signal from the BCA 
reproducing circuit 1 720 directly to the key issuing cent- 
er apparatus 1 707 by reproducing the BCA 1 604 of the 
optical disk 1 601 as shown in Fig. 22 is disclosed above, 
the present invention is not limited to this, the following 

55 method may be used. For example, the data of the BCA 
1604 is reproduced before access to the key issuing 
center apparatus 1707 when starting up the disk, and 
the data of the BCA 1 604 is stored in a memory (not 



19 



Patent # EP 1 058 254 [file:///G:/1740%20)>»»»/0001 21 %20»»»»/US-DVA%20»»»»/Cited%20References/EP001 058254 .cpcl 



Page 20 of 7 



37 

shown) of the optical disk recording and reproducing ap- 
paratus 1714 or the CATV decoder 1706, then, it is 
transmitted to the control section 1 707a of the key issu- 
ing center apparatus 1 707 at the above-mentioned tim- 
ing, in addition, when the disk I Dean be recognized vis- 
ually in some form such as a label, a keyboard may be 
used for inputting the disk ID. When the label is a bar 
: -code, a bar code reader may be used for reading, out ■ 
the disk ID. 

[0124] The control section 1707a of the key issuing 
center apparatus 1 707 generates a key (DK) 1 71 8 cor- 
responding to the disk ID signal 1 71 5 of the optical disk 
1601 and the title code 1716 of the content, and trans- 
mits the generated key (DK) 1 71 8 to the key information 
recording circuit 1 71 9 of the optical disk recording and 
reproducing apparatus 1 714. In this case, the first deci- 
pher key is denoted by FK, the disk ID signal 1715 of 
the optical disk 1601 is denoted by BCAS, and the title 
code 1716 of the content is denoted by T, the key (DK) 
satisfies the relationship of the following equation: 

FK = DK * BCA * T (13). 

[0125] The key (DK) inputted into the key information 
recording circuit 1719 of the optical disk recording and 
reproducing apparatus 1 714 is digitally modulated using 
a modulating system such as the well known 8/1 6 mod- 
ulation system or the like, and then, the modulated dig- 
ital data is recorded in the key information recording ar- 
ea 1605 on the optical disk 1601 by the optical pickup 
(not shown). The key (DK) may be recorded a plurality 
of times in the key information recording area 1605. By 
recording the same key a plurality of times, the key (DK) 
can be protected when the recording film of the key in- 
formation recording area 1605 deteriorates or when the 
optical disk 1 601 gets scratched, so that the content can 
be decrypted only when the data of either one of the 
keys (DK) can be reproduced. 

[0126] Although in the present preferred embodiment, 
the key information recording area 1605 is provided on 
the inner peripheral side of the user data area 1603, it 
may be provided on the outer peripheral side of the user 
data area 1603 or may be provided both on the inner 
periphery and the outer peripheral sides. By providing 
the key information recording area 1 605 n the outer pe- 
ripheral side, it becomes possible to record more keys 
(DK). Also, by dispersedly providing a plurality of key 
information recording areas, the key (DK) can be pro- 
tected by the other key information recording areas even 
in the case that one key information recording area can- 
not be reproduced. 

[0127] On the other hand, a laser beam outputted 
from the optical pickup is irradiated onto the area of the 
optical disk 1 60 1 on which the above content is recorded 
so that the reflected light enters into the optical pickup. 
The optical pickup photoelectrical^ converts the en- 
tered reflected light into a reproduced electric signal, 



38 

and the reproduced signal which has been photoelec- 
trically converted is outputted to the data reproducing 
section 1721 . In response to this, the data reproducing 
section 1721 A/D converts the inputted reproduced sig- 
5 nal into encrypted digital data, which is outputted to the 
second cipher decoder 1722. In addition, a laser beam 
outputted from the optical pickup is irradiated onto the 
- -? BOA 604 of the optical disk 1601, and then, the reflected 
light enters the optical pickup. The optical pickup pho- 
10 toelectrically converts the inputted reflected light into a 
reproduced electric signal, and the reproduced signal 
which has been photoelectrically converted is outputted 
to the BCA reproducing circuit 1 720. In response to this, 
the BCA reproducing circuit 1720 reproduces the disk 
15 ID signal 1 71 5 based on the inputted reproduced signal, 
which is outputted to the encryption decoder 1722. In 
addition, a laser beam outputted from the optical pickup 
is irradiated onto the key information recording area 
1605 of the optical disk 1601 so that the reflected light 
enters the optical pickup. The optical pickup photoelec- 
trically converts the entered reflected light into a repro- 
duced electric signal, and outputs the reproduced signal 
to the key information reproducing section 1723. In re- 
sponse to this, the key information reproducing section 
1 723 generates data of a key (DK) based on the inputted 
reproduced signal, which is outputted to the second ci- 
pher decoder 1722. 

[0128] When the content is reproduced immediately 
after access to the key issuing center apparatus 1 707, 
the key information recording circuit 1 71 9 may directly 
input the key (DK) to the second cipher decoder 1722 
before recording the same key (DK) in the key informa- 
tion recording area 1605. By doing this, the time until 
the reproduction is started can be shortened. The cipher 
decoder 1 722 decrypts the encrypted content using the 
decipher key including the inputted disk ID signal 1715, 
the key (DK) and the title code 1716 of the above con- 
tent. The decrypting process of the second cipher de- 
coder 1722 is expressed in the following equation. 
When the content is an image signal, an MPEG signal 
is, for example, expanded so that an output signal 1 724 
of the image signal is outputted from the second cipher 
decoder 1 722. 

C[FK]#(DK*BCA*T) 
= C [FK] # FK 

= C (14) 

[0129] In the present preferred embodiment, when a 
userfee is imposed when the key signal is received from 
the control section 1 707a of the key issuing center ap- 
paratus 1707, a fee is separately imposed when listen- 
ing and watching the content, and the content recorded 
on the optical disk 1 601 is reproduced for the first time, 
which avoids the fee imposition only upon recording the 
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content data on the optical disk 1 601 . Accordingly, it be- 
comes possible to lower the imposed fee, 

(a) for the users who wish to listen and watch con- 
tent, but do not need to record content data on the 
optical disk 1601, or 

(b) for the users who wish to record content data on 
the optical disk 1601; but do*not -need t©-4tsteri and 
watch content upon broadcasting, 

as compared with the case in which a fee is im- 
posed once for both listening or watching and recording 
on the optical disk 1601 . 

[0130] Also, since a fee is not imposed for only record- 
ing on the optical disk 1601, the user can determine 
whether or not the user receives the key for reproducing 
the optical disk 1601 to listen and watch again after lis- 
tening and watching. Although, in the above-mentioned 
preferred embodiment, a method for receiving the key 
(DK) from the control section 1 701 a of the key issuing 
center apparatus 1707 via the network is used, the 
present invention is not limited to this, the title and the 
disk ID number of the content may be orally conveyed 
on the phone or the like, and be inputted using a key- 
board after being received orally. 
[0131] Next, the case will be described where the op- 
tical disk 1 601 , on which the key (DK) is recorded in the 
key information recording area 1 605, is reproduced after 
access to the key issuing center apparatus 1 707 is com- 
pleted. First of all, a laser beam outputted from the op- 
tical pickup is irradiated onto the area of the optical disk 
1 601 where the above-mentioned content is recorded, 
and then, the reflected light is inputted to the data re- 
producing section 1 721 via the optical pickup which car- 
ries out the photoelectric con version. In response to this, 
the data reproducing section 1721 outputs the data of 
the encrypted content to the second cipher decoder 
1722. On the other hand, a laser beam outputted from 
the optical pickup is irradiated onto the BCA 1 604 of the 
optical disk 1601 so that the reflected light is inputted 
into the BCA reproducing circuit 1720 via the optical 
pickup which carries out the photoelectric conversion. 
In response to this, the BCA reproducing circuit 1720 
generates the disk ID signal 1 71 5 based on the inputted 
reproduced signal, which is outputted to the second ci- 
pher decoder 1722. 

[0132] In addition, the laser beam outputted from the 
optical pickup is irradiated onto the key information re- 
cording area 1605 of the optical disk 1601 so that the 
reflected light is inputted into the key information repro- 
ducing section 1 723 via the optical pickup which carries 
out the photoelectric conversion. In response to this, the 
key information reproducing section 1723 generates da- 
ta of the key (DK) based on the inputted reproduced sig- 
nal, which is outputted to the second cipher decoder 
1 722. The second cipher decoder 1 722 decrypts the en- 
crypted content outputted from the data reproducing 
section 1721, using the decipher key including the in- 



putted disk ID signal 1715, the key (DK) and the title 
code 1 71 6 of the above-mentioned content The decod- 
ing process of the second cipher decoder 1 722 is ex- 
pressed in the following equation. When the content is 
5 an image signal, an MPEG signal is, for example, ex- 
panded, and the image signal of the expanded MPEG 
signal is outputted from the second cipher decoder 
-:--1722, 

C[FK]#(DK*BCA*T) 
= C [FK] # FK 

= C (15) 

[0133] By recording the data of the key (DK) once in 
the key information recording area 1605, the above- 
mentioned encrypted content can always be repro- 
duced without any access to the key issuing center ap- 
paratus 1 707. Also, since all of the decipher keys re- 
quired for the decrypting process are recorded on the 
optical disk 1601, the above-mentioned optical disk 
1601 can be reproduced by an arbitrary optical disk re- 
cording and reproducing apparatus comprising the BCA 
reproducing circuit 1 720, the key information reproduc- 
ing section 1 723 and the second cipher decoder 1 722. 
[0134] In addition, in the case that the above-men- 
tioned encrypted content is attempted to be reproduced 
after being copied onto the optical disk 1 601 with a dif- 
ferent disk ID, a disk ID signal different from that of the 
above-mentioned optical disk 1 601 is outputted from the 
BCA reproducing circuit 1720, therefore, the encrypted 
content cannot be decrypted, and this prevents the con- 
tent from being reproduced after being copied. Even in 
this case, however, by conveying the title and the disk 
ID of the content to the key issuing center through the 
network or orally, the decipher key may be received after 
the fee is imposed. In this way, even if the encrypted 
content is copied onto another optical disk 1601, any 
content cannot be reproduced irregularly, and a fee is 
always imposed when the optical disk 1601 on which 
the encrypted content is copied, is reproduced, and this 
leads to protection of copyright for the content. 
[0135] Fig. 23 shows a table showing a configuration 
of the table with IDs according to the fifth preferred em- 
bodiment, which shows keys (K) inputted into the first 
cipher decoder 1 71 3 and keys (DK) inputted into the key 
information recording circuit 1 71 9 in a rearranged form, 
for different system IDs and different disk IDs. 
[0136] Referring to Fig. 23, T1 , T2 and T3 denote title 
codes for different contents, and FK1 , FK2 and FK3 de- 
note decipher keys for decoding encrypted contents 
having the title codes of T1, T2 and T3, respectively. 
DID1, DID2 and DID3 denote system IDs for different 
CATV decoders 1 706, and BCAS1 , BCAS2 BCAS3 de- 
note disk IDs for different optical disks 1 601 . In this case, 
keys (Kmn) inputted into the CATV decoder 1706 are 
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determined so as to satisfy the following equation: 



FKn = Kmn * Tn * DID * TIMEn 



(16). 



[0137] Also, the keys (DKmn) inputted to the optical 
disk recording and reproducing apparatus 1 714 are de- 
telrrurred^o ao tov^atiofy.-the following equation: 



FKn = DKmn * BCAm * Tn 



(17). 



[0138] As shown in Fig. 23, not only in the case of 
different content but also in the case of the same con- 
tent, the key information acquired from the key issuing 
center apparatus 1 707 for each different CATV decoder 
1706, for each different optical disk and for each differ- 
ent broadcasting time is set so as to be different from 
each other, and then, this leads to protection of copyright 
in detail. In the same way, since the key information dif- 
fers when the system IDs, disk IDs and time information 
are different from the others even for the same content, 
it is not necessary for the CATV company apparatus 
1701 to change the encrypted content for each user, 
therefore, one encrypted content may be prepared for 
one content. Therefore, the system for broadcasting can 
be simplified, and it becomes possible to supply the con- 
tent to a mass audience at low cost. 
[0139] Although, in the present preferred embodi- 
ment, the case described where the content is broad- 
casted from a head end of the cable television, the 
present invention can be applied to broadcasting using 
radio wave. 

ADVANTAGEOUS EFFECTS OF THIRD TO FIFTH 
PREFERRED EMBODIMENTS 

[0140] An optical disk according to the present pre- 
ferred embodiment comprises (a) a first information ar- 
ea for recording first disk information therein, (b) a sec- 
ond information area for recording therein second disk 
information for identifying individual, and (c) a user data 
area in which recording information is possible by irra- 
diating a light beam onto the user data area. According- 
ly, by adding the above-mentioned information for iden- 
tifying optical disks to an optical disk according to a prior 
art, the management of optical disks can be easily im- 
plemented. In this case, the above second information 
area is preferably recorded in the above-mentioned first 
information area, and can be reproduced by the optical 
pickup for reproducing the above-mentioned first infor- 
mation area. In the above-mentioned second informa- 
tion area, data of the second information is recorded by 
partially eliminating or removing the recording film within 
the above-mentioned first information area so that a plu- 
rality of trimming areas having an elongated shape in 
the radius direction are formed, and this can prevent the 
above-mentioned second disk information from being 



easily falsified. 

[0141] According to a method for recording encrypted 
content of the present preferred embodiment, when the 
data of the content is recorded on the user data area of 

5 an optical disk comprising (a) a first information area for 
recording the first disk information therein, (b) a second 
information area for recording therein the second disk 
- information for identifying individual disks, and-(c)fHJser 
data area in which recording information is recorded by 

10 irradiating a light beam onto the user data area, the data 
of the content is encrypted and the encrypted data is 
recorded so that the data of the content can be decrypt- 
ed and reproduced by an operation or calculation using 
at least the above-mentioned second disk information. 

15 Accordingly, by encrypting the content using the identi- 
fication information of an optical disk which exists only 
in one particular optical disk, there is such a specific ad- 
vantageous effect that irregular copying of the content 
can be prevented so as to protect the copyright. 

20 [0142] An optical disk according to the present pre- 
ferred embodiment has a key information recording area 
for recording therein key information for decrypting en- 
crypted and recorded content within the user data area. 
Accordingly, in a system which needs key information 

25 for decrypting the encrypted and recorded content, 
there is such a specific advantageous effect that it is not 
necessary to input key information every time of repro- 
duction after recording the key information once in the 
key information recording area. 

30 [0143] Furthermore, according to a method for re- 
cording encrypted content of the present preferred em- 
bodiment, when the content is recorded in the user data 
area of an optical disk comprising (a) a first information 
area for recording the first disk information therein, (b) 

35 a second information area for recording therein the sec- 
ond disk information for identifying individual disks, (c) 
a user data area in which information is recorded by ir- 
radiating a light beam onto the user data area, and (d) 
a key information recording area for recording therein 

40 key information for decrypting the data of the encrypted 
and recorded content within the user data area, the data 
of the content is encrypted and the encrypted content is 
recorded so that the data of the content can be decrypt- 
ed and reproduced by the operation using at least the 

45 above-mentioned second disk information and the 
above-mentioned key information. Accordingly, even if 
the data of the encrypted content are copied onto an- 
other optical disk, the data thereof cannot be repro- 
duced irregularly, and a fee is always imposed whenev- 

50 er the optical disk on which the data of the encrypted 
content are copied is reproduced, and this leads to pro- 
tection of copyright. 

[0144] In this case, the first disk information is prefer- 
ably formed in a form of micro concavo-convex pits, and 
55 the second disk information for identifying optical disks 
is recorded on the concavo-convex pits. Therefore, the 
second disk information can be easily prevented from 
being falsified. Moreover, said first disk information and 
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the second disk information are preferably formed to be 
adjacent from each other. In this case, when the above- 
mentioned first disk information is reproduced, the sec- 
ond disk information can be reproduced continuously, 
or when the second disk information is reproduced the 
first disk information can be reproduced continuously, 
therefore, it becomes possible to accelerate the process 
: for recording the encrypted content after obtaining or ac- 
quiring the second disk information for identifying disks 
quickly by a CPU when, for example, the optical disk is 
started up. 

[01 45] According to a method for recording encrypted 
data of the present preferred embodiment, since key in- 
formation differs for each different system ID, each disk 
ID and each time information even with the same con- 
tent, it is not necessary for the CATV company appara- 
tus 701 to change the encrypted content for each user, 
and then, the CATV company apparatus 701 may only 
prepare one encrypted content for one content. This 
leads to that the system for broadcasting can be simpli- 
fied, and it becomes possible to supply the content to a 
mass audience at low cost. 

MODIFIED PREFERRED EMBODIMENTS OFTHIRD 
AND FIFTH PREFERRED EMBODIMENTS 

[0146] Although in the above-mentioned third and fifth 
preferred embodiments, as shown in Figs. 16 and 21, 
trimming areas 1 1 05 and 1 606 are formed in the BCAs 
1104 and 1604 located in the inner periphery section 
within the control user data areas 1102 and 1602 re- 
spectively, the present invention is not limited to this. As 
shown in Figs. 24 and 25 illustrating the data recording 
areas of the optical disks 1101a and 1601a according 
to the modified preferred embodiments of the third and 
the fifth preferred embodiments respectively, the trim- 
ming areas 1105a and 1606a may be formed by trim- 
ming the recording film so as to protrude or project into 
the inner peripheral side of the optical diskf rom the con- 
trol user data areas 1102 and 1602. That is to say, the 
BCAs 1104a and 1604a are not included in the control 
user data areas 1102 and 1602, respectively, but are 
formed and allocated so as to protrude or project into 
the inner side of the control user data areas 1102 and 
1 602 from the inner peripheral section of the control user 
data areas 1102 and 1602. In these modified preferred 
embodiments, the reason why the BCAs 1104a and 
1 604a are formed in this way is that the margin is taken 
into consideration where the diameter of the beam spot 
of the laser beam fluctuates due to the instability of the 
focusing servo circuit of the laser device. In the present 
modified preferred embodiment, the user data areas 
1 1 03 and 1 603 exist outside of the control user data ar- 
eas 1 1 02 and 1 602, therefore, the trimming areas 1 1 05a 
and 1 606a are allocated and formed so as to protect the 
data recorded in those user data areas 1103 and 1 602 
from being destroyed. 



SIXTH PREFERRED EMBODIMENT 

[0147] .Fig. 26 shows a block diagram illustrating a 
configuration of a user data area within an optical disk 

5 and a configuration of an optical disk reproducing appa- 
ratus for decrypting an encrypted content from data in 
the user data area, according to a sixth preferred em- 
bodiment of the present: &veRtio,^ IrTtf te present pra-v--: 
ferred embodiment, the optical disk is, for example, a 

10 recording-type optical disk such as a DVD-RAM. 

[0148] As shown in Fig. 26, a user data area 2150 
comprises a sector header area 21 01 , a main data area 
2102, and an error detection code 2103. In the sector 
header area 21 01 , a sector address 21 04 for indicating 

15 a sector position, and copyright control information 21 05 
for recording the copyright control information (including 
a scramble flag, copy control information or the like) with 
respect to the data recorded in the main data area 21 02 
are recorded. The sector head area 2101 includes a de- 

20 cipher key area 2 1 06 for decrypting encryption informa- 
tion when it has been embedded or encrypted in the data 
of the main data area 2102. Also, the main data area 
2102 are divided into an area in which non-encrypted 
content 21 07 is recorded and an area in which the en- 

25 crypted content 21 08 is recorded, and the non-encrypt- 
ed content 21 07 includes control information for subse- 
quent data such as synchronizing patterns in the MPEG 
or all types of control information. In addition, the en- 
crypted content 21 08 includes content data required for 

30 copyright protection primarily such as AV data or the like 
which have been encrypted. 

[0149] The decipher key for reproducing the following 
main data area 21 02 is divided into a plurality of divided 
decipher keys with a predetermined size (hereinafter re- 

35 ferred to as divided decipher keys), which are then reg- 
istered in the decipher key area 2106. For example, in 
the case that the decipher key is 8 bytes for one decipher 
key area of 4 bytes, the decipher key of 8 bytes is divided 
into two divided decipher keys each of 4 bytes, so that 

40 the two divided decipher keys are recorded in decipher 
key areas 2106 and 2109 of two logically continuous 
sectors after dividing the decipher key of 8 bytes into 
divided decipher keys each of 4 bytes. When reproduc- 
ing data of such a user data area, a plurality of divided 

45 decipher keys are acquired from the decipher key areas 
2106 and 2109 of the logically continuous plurality of 
sectors (each sector which is not available due to de- 
fects is skipped), and the acquired divided decipher 
keys of the required number are linked or connected by 

so a data linking device 21 1 1 to obtain the encrypted deci- 
pher key required for the reproduction (8 bytes) . A de- 
crypting process is carried out for the data recorded in 
the main data area 21 02 of the sector where the encrypt- 
ed decipher keys (B bytes) could be obtained by a de- 

55 crypting device 21 1 4 in accordance with the contents of 
each unit of copyright control information 2105. 
[0150] In addition, to further enhance the intensity of 
the encryption it is possible to encrypt the decipher key, 
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or by adding the decipher key conversion data which is 
the information in the data to the key so as not to have 
a constant result of the encryption, it becomes possible 
to provide different encryption results even for the same 
cipher key. More concretely, as shown in Fig. 26, the 
encrypted decipher key outputted from the data linking 
device 2111 is inputted to the key decrypting device 
— 2*112, and then, using a predetermined disk key, the key : 
decrypting device 21 1 2 decrypts the inputted encrypted 
decipher key into the padding data (1 byte) which are 
dummy data and the decipher key (7 bytes), which are 
then outputted to the key converter 2113. In this case, 
the disk key is acquired by decrypting, for example, an 
encrypted disk key recorded in the optical disk using a 
secret key which is a predetermined master key by the 
disk key decrypting device (not shown). Also, the key 
converter 2113 converts data of the decipher key con- 
version data 21 1 0 read out from the main data area 21 02 
through a predetermined conversion operation such as 
an operation utilizing multiplication, division or predeter- 
mined weighting coefficients by using the decipher key 
outputted from the above-mentioned key decrypting de- 
vice 2112, and then, generates and outputs a content 
decipher key (7 bytes) to the decrypting device 2114. 
Then, the decrypting device 2114 generates and out- 
puts the data of the decrypted content by decrypting the 
data of the content read out from the main data area 
21 02 using the content decipher key (7 bytes) outputted 
from the above-mentioned key converter 2113. As the 
decipher key conversion data 2110, it is preferable to 
utilize the data such as data that the irregular usage of 
the data such as falsifying the copy generation manage- 
ment information or the analog macro-vision control flag 
can be immediately detected. 

[01 51 ] Fig. 27 is a block diagram showing an arrange- 
ment of the copyright control information and the deci- 
pher key in the user data area and an allocation of the 
encrypted content in the main data area of an optical 
disk, according to the sixth preferred embodiment. In an 
example of the user data area 2150 illustrated in Fig. 
27, the decipher key area is arranged so as to be divided 
into the first decipher key area 2201 having a division 
decipher key of 4 bytes and the second decipher key 
area 2202 having a division decipher key of 4 bytes. 
Therefore, in spite of the size of the encrypted content 
recorded in those two sectors, a plurality of sectors (2 
sectors in Fig. 27) are utilized. In this case, dummy data 
is recorded in the unused area as complementary data. 
In an example of Fig. 27, complementary data 2203 for 
one sector is recorded in the case that the encrypted 
content 2204 exits only for one sector. 
[0152] Fig. 28 is a block diagram showing an arrange- 
ment of the case where the unit of error correction is 
located over a plurality of sectors in an optical disk ac- 
cording to the sixth preferred embodiment. For example, 
in the case that the optical disk is a DVD, the ability of 
error correction is enhanced by using a unit block (here- 
inafter referred to an ECC block) of error correction code 
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of 1 6 sectors. Therefore, when data recording or repro- 
ducing is carried out, it is necessary to perform the re- 
cording process using the ECC block unit. In the case 
that the decipher key is divided into an arbitrary number 
5 of divided decipher keys which are then recorded, the 
case may be caused where one decipher key is record- 
ed in a plurality of error correction blocks. When repro- 
" \-=dMetag^e^ame,--it is necessary to reproduce all of -the ?'- ! 
plurality of divided decipher keys, therefore, it is also 
10 necessary to reproduce not only data in the sector for 
recording the data of the encrypted content but also data 
in the ECC block immediately before decipher key is re- . 
corded. An example of Fig. 28 is characterized in that 
the number of divisions when the decipher key is divided 
15 is set as a measure or factor of the number of sectors 
of the ECC blocks. This leads to that a plurality of divided 
decipher keys cannot be recorded so as to located over 
a plurality of ECC blocks. In addition, as a decipher key 
used in one ECC block, only one type of decipher key 
20 is used, and in the case that the recorded AV data are 
not sufficient for an ECC block, the data of the sectors 
which are unnecessary upon reproduction can be pre- 
vented from being read out from the optical disk by ar- 
ranging complementary data and complementary sec- 
25 tors. 

SEVENTH PREFERRED EMBODIMENT 

[0153] Fig. 29 is a block diagram showing a configu- 
re ration of a lead-in area 2401 and a user data area 2402 
within an optical disk and a configuration of an optical 
disk reproducing apparatus for decrypting an encrypted 
content from data of the lead-in area 2401 and the user 
data area 2402, according to the seventh preferred em- 
35 bodiment of the present invention. 

[01 54] Referring to Fig. 29, in the same way as in that 
of the sixth preferred embodiment of Fig. 26, each of the 
lead-in area 2401 and the user data area 2402 is con- 
structed from sectors having a sector header area 21 01 , 
40 the main data area 2102 and an error detection code 
21 03. In the sector header area 21 01 , there are record- 
ed a sector address 2104 for indicating the position of 
the sector and copyright control information 21 05 for re- 
cording copyright control information (including a 
45 scramble flag, copy control information or the like) with 
respect to the data recorded in the main data area 21 02, 
and also the sector header area 2101 includes a key 
index area 2403 for recording a key index for indicating 
the recording position of the decipher key (that is, the 
so recording position of storing position in a decipher key 
table 2404 within the main data area 21 02) for referring 
to a decipher key for decrypting in the case that the data 
of the main data area 21 02 are encrypted. The decipher 
key for decrypting the encrypted content recorded in the 
55 user data area 2402 is recorded in a form of a decipher 
key table 2404 in the lead-in area 2401 which is rewri- 
table in a form of a table. The decipher key recorded in 
the lead-in area 2401 is referred to by the key index re- 
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corded in the key index area 2403. In the same way as 
that of the sixth preferred embodiment illustrated in Fig. 
26, the decipher key referred to in the above is decrypt- 
ed into the padding data and the decipher key (or title 
key) by the key decrypting device 2112 using a prede- 
termined disk key, and thereafter, the above decrypted 
decipher key (or title key) is converted into a content 
decipher key by the key convene! 24t3 asir^ttre^cieei'--- 
pher key conversion data, and then, the converted con- 
tent decipher key is outputted to the decrypting device 
2114. The decrypting device 2114 decrypts the data of 
the encrypted content by using the content decipher key, 
and then, generates and outputs data of the decrypted 
content. 

[0155] In an optical disk and an optical disk reproduc- 
ing apparatus according to the seventh preferred em- 
bodiment constituted as described above, by recording 
a key index for reference in the key index area 2403 
within the sector header area 21 01 , it becomes possible 
to allocate the decipher key size of the decipher key ta- 
ble 2404 independently from the size of the key index 
area 2403. Also, after allocating the size of the decipher 
key table 2404, by utilizing a plurality of decipher keys 
continuously from the decipher key table 2404 indicated 
by the key index within the key index area 2403, a de- 
cipher key of an arbitrary or free size can be used. 
[0156] Fig. 30A is a block diagram showing a data 
configuration of the case where an initial value of a de- 
cipher key represents an unrecorded status in the main 
data area 21 02 of the lead-in area 2401 within an optical 
disk according to the seventh preferred embodiment. 
Referring to Fig. 30A, as the initial value of the decipher 
key recorded upon formatting of the optical disk or the 
like, the data in the unrecorded status 2501 is recorded 
with an already known fixed value (for example, data 
such as all zeros) which are not used as a key, thereby 
to indicate the unrecorded status of the decipher key. 
[0157] Fig. 30B is a block diagram showing a data 
configuration of the case where a recorded status is rep- 
resented with a decipher key status table in the main 
data area 21 02 of the lead-in area 2401 within an optical 
disk according to the seventh preferred embodiment. 
Referring to Fig. 30B, in the same way as that of the 
decipher key illustrated in Fig. 30A, the decipher key sta- 
tus table 2502 in a form of table which can be referenced 
by an index is arranged in the lead-in area 2401, and 
the recorded status of the decipher key is described as 
follows as record status data 2503: 

(1) 0x00: unused; 

(2) 0x01 : area reservation; 

(3) 0x03: key recorded; and 

(4) otherwise: reserved. 

[01 58] In this case, Ox indicates a hexadecimal repre- 
sentation of the following symbols or numbers. 
[0159] Fig. 31 is a block diagram showing an alloca- 
tion of decipher keys in an optical disk according to the 



seventh preferred embodiment. In an example of Fig. 
31 , an allocation of the decipher key area of the disk is 
devised to enhance the reliability of the decipher keys. 
Usually, defect management is carried out in the user 

s data area 2602, and therefore, in the case that a write 
failure occurs, a replacement process for an area to be 
replaced or the like is carried out. in the lead-in area 
2601 y^jawever, -the defect management as described 
above is not carried out. Therefore, by occurrence of 

10 write-in failure, read-out failure or the like, the decipher 
key, which is required for producing the AV data, may 
be converted into an unusable status, and moreover, 
there may be the case the optical disk itself may be con- 
verted into an unusable status. Accordingly, a total plu- 

15 raljty of decipher keys are desired to be recorded over 
a plurality of different ECC blocks. I n the case that a plu- 
rality of decipher keys is recorded in areas adj acent 
from each other, all of the entire plurality of decipher 
keys which has been recorded may not be read out due 

20 to scratches or dust. Therefore, as shown in Fig. 31 , it 
is preferable to record in separate positions in a layout, 
such as the inner peripheral side and the outer periph- 
eral side of the optical disk, respectively, for example, 
in the lead-in area 2601 and the lead-out area 2603. 

25 [0160] In the preferred embodiment of Fig. 29, the de- 
cipher key areas are allocated in the lead-in areas 2401 
and 2601 . This is because to enhance the safety when 
access is taking place from a drive unit of a personal 
computer or the like, with taking into consideration that 

30 the user data area 2602 is an accessible area by a con- 
ventional read command or write command. According- 
ly, the same advantageous effects can be obtained by 
allocating these in the user data area 2602. 

35 EIGHTH PREFERRED EMBODIMENT 

[0161] Fig. 32 is a block diagram showing a data con- 
figuration when data of an optical disk is managed by a 
file management system of an eighth preferred embod- 

40 iment according to the present invention. In an example 
of Fig. 32, based on a structure of the file system, a sec- 
tor address for storing a desired file is managed. 
[0162] In the structure of a file system prescribed or 
regulated in the ISO 13346 by the International Stand- 

45 ardization Organization, a recording position of a file is 
managed by using the information called a file entry in 
order to utilize a rewritable-type optical disk. As shown 
in Fig. 32, for example, data of a recording position of a 
file (1) 2703 is stored as a file entry (1) 2701 within a file 

so management information area 2751 , and data of a re- 
cording position of a file (2) 2704 is stored as a file entry 
(2) 2702. Each file is constituted from extents 2705 and 
2706 for managing a plurality of sector areas which are 
located so as to continue on the optical disk. The en- 

55 crypted content as shown in the seventh preferred em- 
bodiment is recorded in the main data area 2102 indi- 
cated by the file entry on the optical disk, and the deci- 
pher key is recorded in the decipher key table 2707 with- 



25 



Patent # EP 1 058 254 [file:///G:/1740%20>>>>)>>>/000121%20>>>>>>>>/US-DVA%20>>»>>>>/Cited%20References/EP001058254xpc1 



Page 26 of 7< 



49 



EP 1 058 254 B1 



50 



in the lead-in area 2601 . In the sector header area 2101 
within the user data area 2602 where the encrypted con- 
tent is recorded, a pointer for indicating a recording po- 
sition for- referring to a decipher key required for decrypt- 
ing is recorded in the key index area 2708. Although, in 
the present preferred embodiment, the decipher key is 
managed and recorded using the file unit, the extent 
unit, the present invent-to rvis r*st4imited to4his..£hade* - 
cipher key may be managed and recorded using at least 
one of either of the file unit or the extent unit. 
[0163] As described above in the optical disk, man- 
aged by the file system, the recording operation of the 
content required for copyright protection will be de- 
scribed with reference to Fig. 33. Fig. 33 shows a re- 
cording process of a content required for copyright pro- 
tection carried out by a f ile management system accord- 
ing to the eighth preferred embodiment. 
[0164] When recording the encrypted content, first of 
all, in step S2801 , the decipher key status table 2502 
illustrated in Fig. 30B is read out to check empty areas 
of the decipher key table 2707. Next, in step S2802, it 
is determined whether or not there is any empty area of 
the decipher key table 2702, and in the case of NO, the 
recording process of the content is completed by stop- 
ping the recording operation in step S2807 because the 
decipher key for the encrypted content cannot be re- 
corded. On the other hand, in the case of YES in step 
S2802, the acquired decipher key (or the title key) is re- 
corded, and in the case that the decipher key cannot be 
acquired, the decipher key area is reserved. Next, in 
step S2804, the copyright control information of the re- 
corded content (including information about whether or 
not encryption has been performed, information for in- 
dicating the type or class of encryption or the like) and 
the key index to be recorded in the key index area 2708 
are set, and thereafter, the content is encrypted in step 
S2805 and then the encrypted content is recorded on 
the optical disk in a file form using the extent unit. In this 
case, the same copyright control information and key 
index may be used utilizing the file unit or they may be 
switched utilizing the extent unit That is to say, in steps 
S2804 and S2805, the unit to be processed is at least 
one of either the file unit or the extent unit. Finally, in 
step S2806, based on the information with respect to 
the recorded content, after the file management infor- 
mation for managing the above-mentioned recorded da- 
ta is updated, the recording process of the content is 
completed. 

[0165] Fig. 34 is a flowchart showing a reproducing 
process of content carried out by a file management sys- 
tem according to the eighth preferred embodiment. Fig. 
34 shows a process for reproducing the content record- 
ed in a form of file from the optical disk by the method 
shown in Fig. 33. 

[01 66] When carrying out a reproducing operation for 
the file, the key index is acquired for the areas shown 
by the file entry within the file management information 
area 2751 in order to find out or know the area in the 



decipher key table utilized by the reproduced file. More 
concretely, in step S2901 , after the file entry of the file 
reproduced from the file management information 2751 
is acquired by being read out and reproduced, in step 

5 S2902 the value of the key index area is read out, and 
then reproduced from the sector header area 21 02 of 
the area shown by the file entry to be acquired. In the 

- ,=ease that different ways of encrypting are used are;com - 
ducted utilizing the extent unit, the key index area in the 

10 sector header for each extent is read out. Then, in step 
S2903, the decipher key is read out, and then repro- 
duced to acquire the decipher key from the decipher key 
area of the decipher key table 2707 indicated by the ac- 
quired key index. In addition, in step 52904, the data of 

15 the content within the file is read out and reproduced 
from an area shown by the file entry, and then, data of 
the reproduced content is decrypted. In this case, when 
reproduction and the decrypting of the file of the content 
are completed, the reproducing process of the content 

20 is completed. 

[0167] Fig. 35 is a flowchart showing an deleting proc- 
ess of content which is carried out by the file manage- 
ment system according to the eighth preferred embod- 
iment, and Fig. 35 shows an operation for deletion of 

25 data of content in a form of file which has been recorded 
by the method as shown in Fig. 33. 
[0168] When the deleting operation of the file is car- 
ried out, the key index for the area shown by the file 
entry is acquired to find out or know the areas of the 

30 decipher key table 2707 used by the deleted file. More 
concretely, in step S3001, after acquiring the file entry 
of the deleted file from the file management information 
within the file management information area 2751 , in 
step S3002 the value of the key index area is acquired 

35 from the sector header of an area indicated by the file 
entry is acquired. In this case, when different ways of 
encrypting are conducted utilizing the extent unit, data 
in the key index area in the sector header to reach extent 
is read out. Then, in step S3003, after the decipher key 

40 is open or released (here releasing or opening the de- 
cipher key means to delete the decipher key from the 
table) from the decipher key area of the decipher key 
table 2707 indicated by the acquired key index, and in 
step S3004 the file entry for indicating the write-in posi- 
es tion of the deleted file is deleted from the file manage- 
ment information, then, the deleting process of the con- 
tent is completed. Although in a conventional file system 
only the file entry is deleted when the file is deleted, the 
decipher key recorded in another area cannot be delet- 

so ed since the decipher key and the record sector of the 
encrypted content are recorded in separate areas. I n the 
above-mentioned preferred embodiments, prior to dele- 
tion of the file entry, the management of the decipher 
key on the optical disk is carried out by deleting the de- 

55 cipher key for indicating the key index in the sector head- 
er area, from the decipher key table 2707. 
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NINTH PREFERRED EMBODIMENT 

[0169] Fig. 36 is a block diagram showing a configu- 
ration of an optical disk system of a ninth preferred em- 
bodiment according to the present invention, and this 
optical disk system is a information processing system 
for recording and reproducing content required for cop- 
-yrigtt ^protection, for the~optical disk 3 1.00,. -The optical 
disk system comprises an encoding apparatus 3101 , an 
optical disk apparatus 31 02, a decoding apparatus 3 1 03 
and a personal computer 31 04. 
[0170] The encoding apparatus 3101 comprises a 
content memory 31 31 for storing data of content, an en- 
coding circuit 3132 for encoding the above-mentioned 
data of the content in a form of MPEG format, a cipher 
key memory 3133 for storing the cipher key, an encrypt- 
ing circuit 3134 for encrypting the data of the encoded 
content utilizing the cipher key and generating and stor- 
ing the decipher key in the decipher key memory 3111 , 
a decipher key memory 3111 for storing the decipher 
key, a bus encryption circuit 31 1 2 for bus-encrypting the 
decipher key, and an interface 3124 connected to the 
interface 31 22 of the personal computer 31 04 via a PCI 
bus 3151 , where the interface 3124 transmits the data 
of the encrypted content and the decipher key. Also, the 
optical disk apparatus 3102 comprises a decipher key 
table memory 3113 for storing a plurality of decipher 
keys therein, a bus encrypting and decrypting circuit 
3114, a recording and reproducing circuit 3119 for re- 
cording the data onto the optical disk 31 00 and for read- 
ing out and reproducing the data from the optical disk 
3100, and an interface 3120 connected to the interface 
3121 of the personal computer 3104 via a SCSI bus 
3152, where the interface 3120 carries out processes 
such as transmission and reception of data or signals 
as well as signal conversion and protocol conversion. 
The SCSI bus 31 52 may be preferably an ATAPI bus. In 
this case, bus encryption and bus decryption mean the 
cipher process and the decipher process, respectively, 
used for encrypting a cipher key or a decipher key and 
transmitting or receiving the same key on the PCI bus 
3151 or the SCSI bus 3152. 

[0171] In addition, the personal computer 31 04 com- 
prises a control section 3130 for controlling the opera- 
tion of the personal computer 3104, a bus encryption 
decipher key table memory 3115 for storing a plurality 
of bus encryption decipher keys therein, a decipher key 
status table memory 3116 for storing data of a plurality 
of decipher key statuses (indicating a recording status 
or condition of a plurality of decipher key status, more 
concretely indicating non-usage or unused, area reser- 
vation, key recorded, reserved or the like) correspond- 
ing to the above-mentioned plurality of bus encryption 
decipher keys, an interface 3121 connected to the inter- 
face 31 20 or the optical disk apparatus 31 02 via the SC- 
SI bus 3152 where the interface 3121 carries out proc- 
esses such as transmission and reception of the data 
and the signals as well as signal conversion and proto- 



col conversion, and an interface 3122 connected to the 
interface 3123 of the decoding apparatus 31 03 and the 
interface 3124 of the encoding apparatus 3101 via the 
PCI bus 31 51 where the interface 31 22 carries out proc- 

5 esses such as transmission and reception of the data 
or the signals as well as signal conversion and protocol 
conversion, in addition, the decoding apparatus 3103 
comprises an interface 3 123 con r>ected to-^h^terf ace 
31 22 of the personal computer 31 04 where the interface 

10 3123 carries out processes such as the transmission 
and the reception of the data or the signals as well as 
signal conversion and protocol conversion, a bus de- 
crypting circuit 31 1 7 for bus-decrypting or bus-decoding 
the encryption decipher key received by the interface 

15 31 23, a decipher key memory 31 1 8 for storing the deci- 
pher key therein, and a decryption circuit 3141 for de- 
crypting or coding the data of the encrypted content re- 
ceived by the interface 3123 using the decipher key of 
the decipher key memory 31 1 8 as well as generating an 

20 image signal or a speech sound signal by carrying out 
the decoding process of the MPEG format, where the 
generated image signal and speech sound signal are 
outputted to a display apparatus 3105. 
[01 72] In the encoding apparatus 3101 of this optical 

25 disk system, the encoding circuit 31 32 encodes the data 
of the content such as the AV data stored or inputted to 
the content memory 3131 in a form of MPEG format, 
and the encrypting circuit 3134 encrypts the data of the 
above encoded content using the cipher key within the 

30 encrypting key memory 3133 which is generated to 
avoid an irregular usage of the content on a personal 
computer 31 04, and then, and transmits the data of the 
encoded content to the optical disk apparatus 31 02 via 
the interface 3124 and the personal computer 31 04. In 

35 this case, the data of the encrypted content is transmit- 
ted to the recording and reproducing circuit 31 19 via the 
PCI bus 31 51 , the interface 31 22 and the interface 31 21 
of the personal computer 31 04 and the interface 3120 
of the optical disk apparatus 31 02 from the interface 

40 31 24 of the encoding apparatus 3101. Then the data of 
the encrypted content is recorded on the optical disk 
3100 by the recording and reproducing circuit 3119 of 
the optical disk apparatus 31 02. Also, the recording and 
reproducing circuit 3119 of the optical disk apparatus 

45 31 02 reproduces the data of the encrypted content re- 
corded on the optical disk 31 00, and then, transmits the 
data of the reproduced encrypted content to the decrypt- 
ing circuit 31 41 via the interface 31 20, the interface 3121 
and the interface 3122 of the personal computer 3104 

50 and the interface 31 23 of the decoding apparatus 31 03. 
The decrypting circuit 3141 of the decoding apparatus 
31 03 decrypts the encryption for the data of the encrypt- 
ed content, and carries out a decoding process of MPEG 
format, then outputs an image signal or a speech sound 

55 signal of the decoded content to a display apparatus 
31 05 and a speaker apparatus (not shown), respective- 
ly. 

[0173] The encryption circuit 31 34 of the encoding ap- 
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paratus 3101 carries out the encryption for the data of 
the encoded content in a form of MPEG format using 
the cipher key within the cipher key memory 3133, and 
at the same time, generates and stores the decipher key 
required upon reproduction in the decipher key memory 
3111. Although it is necessary to record the data of the 
encoded content and the decipher key on the optical 
- -^disk 31 00; in the case that the decipher key is handled 
as plain text on the personal computer 3104, there is 
such a possibility that the decoding of the data of the 
encrypted content may become easy by reading out the 
decipher key from the optical disk 31 00. In order to avoid 
this mutual authorization is carried out between the en- 
coding apparatus 3101 and the optical disk apparatus 
31 02 and a bus encryption is carried out using a bus key 
mutually shared. 

[0174] That is to say, more concretely, the decipher 
key stored in the decipher key memory 3111 is encrypt- 
ed by a bus encryption circuit 31 12 of the encoding ap- 
paratus 31 01 , and thereafter, the encrypted decipher 
key is stored in a bus encryption decipher key table 
memory 31 1 5 of the personal computer 31 04 via the in- 
terface 3124, the PCI bus 3151 and the interface 3122. 
On the other hand, in the bus encrypting and decrypting 
circuit 3114 of the optical disk apparatus 3102, the de- 
coding of the encrypted decipher key which is repro- 
duced by the recording and reproducing circuit 3119 
from the optical disk 3100 is carried out, and thereafter, 
the decipher key which has been decrypted or decoded 
is stored in a decipher key table memory 3113. Also, the 
bus encrypting and decrypting circuit 3114 receives and 
bus-decrypts, for example, the updated and bus-en- 
crypted decipher key via the interface 3121 , the SCSI 
bus 31 52 and the interface 31 20 from the bus encryption 
decipher key table memory 3115, and stores the bus- 
decrypted decipher key in the decipher key table mem- 
ory 3113. Thereafter, the bus-decrypted decipher key is 
recorded on the optical disk 31 00 by the recording and 
reproducing circuit 3119. 

[0175] After the decipher key status table is repro- 
duced from the optical disk 3100 by the recording and 
reproducing circuit 3119, the decipher key status table 
is transferred to and stored in the decipher key status 
table memory 311 6 via the interface 3120, the SCSI bus 
3152 and the interface 3121. In addition, the decipher 
key status table updated by the personal computer 3 104 
is read out from the decipher key status table memory 
3116, and then, is transferred to the recording and re- 
producing circuit 31 1 9 via the interface 31 21 , the SCSI 
bus 31 52 and the interface 31 20. Thereafter, the record- 
ing and reproduced circuit 31 1 9 records the received de- 
cipher key status table on the optical disk 31 00. Accord- 
ingly, only the encrypted decipher key is handled on the 
personal computer 31 04, which is located in the middle, 
by using the encryption decipher key table 3115 and the 
decipher key status table memory 3116, and this leads 
to establishment of more security. 
[0176] Carrying out a bus-encryption of the decipher 



key in the same way between the optical disk apparatus 
3102 and the decoding apparatus 31 03 leads to estab- 
lishment of more security. That is to say, the bus decrypt- 
ing circuit 311 7 of the decoding apparatus 31 03 bus-de- 

s crypts or bus-decodes the encrypted decipher key re- 
ceived from the personal computer 3104 via the inter- 
face 3123, and stores the bus-decrypted decipher key 
in fhe.deci^>erkey^iemory 31 1 8. The decrypting circuit- ; ^ 
3141 decrypts the data of the encrypted content using 

10 the decipher key stored in the decipher key memory 
3118. 

[0177] As shown in the above-mentioned seventh 
preferred embodiment, in the case that the decipher key 
for decrypting the data of the encrypted content on the 

15 optical disk 3 1 00 is recorded in a form of table, the de- 
cipher key table reproduced by the optical disk appara- 
tus 31 02 is bus-encrypted by the bus encrypting and de- 
crypting circuit 3114, and thereafter, the data of the bus 
encrypted decipher key table is transferred to the bus 

20 encrypted decipher key table memory 3115 of the per- 
sonal computer 3104 via the interface 3120, and is 
stored therein. When the data of the content is recorded, 
the personal computer 3104 searches by retrieving an 
empty area of the decipher key table from the decipher 

25 key status table recorded in the optical disk 3100 in a 
form of plain text, and then, the bus encrypted decipher 
key transferred from the encoding apparatus 31 01 is al- 
located to the searched empty area. In this case, when 
such an encryption as completing with the decipher key 

30 unit as a bus encryption (for example, a block encryption 
with a unit of decipher key length), it is not necessary to 
decrypt and re-encrypt the decipher key upon allocation 
thereof to the decipher key block. 
[0178] Since the decipher key table and the decipher 

35 key status table transferred and stored among the opti- 
cal disk apparatus 31 00 , the optical disk apparatus 31 02 
and the personal computer 31 04 are one piece of block 
data, respectively, they can be called a block data. 
[0179] In the case when the content is reproduced, 

40 only the decipher key required for decrypting of the con- 
tent desired to be reproduced from the decipher key 
block reproduced from the optical disk apparatus 3102 
is retrieved and taken out from the bus encrypted deci- 
pher key table memory 3115, and the taken decipher 

45 key is transferred to and stored in the decipher key 
memory 311 8 via the bus decrypting circuit 31 1 7 of the 
personal computer 3104 and the decoding apparatus 
31 03. Then the decrypting circuit 31 41 receives encrypt- 
ed AV data reproduced from the optical disk 31 00 by the 

so recording and reproducing circuit 3 1 1 9 of the optical disk 
apparatus 31 02 via the personal computer 3 1 04 and the 
interface 3123, and thereafter, the received encrypted 
AV data is decrypted using the decipher key within the 
decipher key memory 3118, and the decrypted data is 

55 outputted as an image signal and a speech sound signal 
In this case, in a manner similar to that of above de- 
scribed case, when the content is recorded, it is not nec- 
essary to decrypt and re-encrypt the decipher key when 
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the decipher key is taken out from the decipher key block 
when such an encryption as completing with a unit of 
decipher key as a bus encryption (for example, a block 
encryption with a unit of decipher key length). Further- 
more, when the size of the decipher key is enlarged, the 
expansion of the decipher key area such as allocating 
a plurality of decipher keys can be carried out easily and 
... -safely on the personal computer 31 04 without Gha*^R§*. 
any configuration of the optical disk apparatus 3102. 

TENTH PREFERRED EMBODIMENT 

[0180] Fig. 37 is a block diagram showing a configu- 
ration of a user data area on an optical disk, a configu- 
ration of an optical disk recording apparatus for encrypt- 
ing content and recording encrypted content in the user 
data area, and a configuration of an optical reproducing 
apparatus for decrypting an encrypted content from data 
in the user data area, according to a tenth preferred em- 
bodiment of the present invention. This tenth preferred 
embodiment is characterized in that the configuration of 
the optical disk recording apparatus is added to that of 
the sixth preferred embodiment, and the configuration 
thereof will be described in detail. 
[0181 ] In the optical disk recording apparatus, in order 
to enhance the intensity of the encryption so as not to 
have a constant encryption result, after obtaining or ac- 
quiring a content decipher key by performing a prede- 
termined key conversion on the inputted cipher key such 
as multiplication, division or an operation (calculation), 
using a predetermined weighting coefficient by the key 
converter 21 1 9 using the decipher key conversion data 
which is the information in the content, the data of the 
content is encrypted by using the content decipher key 
[0182] That is to say, when the content is recorded, 
the data of the content and the cipher key for encrypting 
the data of the content are inputted to the optical disk 
recording apparatus. In this case, the data of the content 
are inputted to the key converter 21 1 9 and the encrypt- 
ing device 2120, and the cipher key is inputted to the 
key encrypting device 2118 and the key converter 21 1 9. 
The key converter 21 19 performs an operation or calcu- 
lation of a predetermined key conversion on the above- 
mentioned inputted cipher key, using the first and the 
second decipher key conversion data 2115 and 2116, 
which are respectively part of the information in the con- 
tent, and then, generates and outputs a content deci- 
pher key to the encrypting device 2120. Then the en- 
crypting device 2120 encrypts the data of the above- 
mentioned inputted content using the above-mentioned 
content decipher key, and then, records the encrypted 
content in an AV data recording sector 2152 within the 
user data area 2150 on the optical disk. 
[0183] In this case, as the decipher key conversion 
data used in the optical disk reproducing apparatus are 
utilized, the second decipher key conversion data 21 1 6, 
which is the information in the AV data and which is gen- 
erally different in a unit of sector, copy generation man- 



agement information included in the sector in which con- 
trol information is recorded, and the first decipher key 
conversion data 2115 which is copy control information 
including an analog macro-vision control flag. By utiliz- 

5 ing the former second decipher key conversion data, it 
becomes possible to recover the content decipher key 
for encrypting the data of the content for each sector by 

r> -»*he key converter-2113 in accordance with the content 
of the second decipher key conversion data. Also, since 

10 the latter first decipher key conversion data is data for 
which irregular utilization can be easily detected upon 
falsification, such an advantageous effect can be ob- 
tained that it can readily be possible to prevent the data 
of the content from being decrypted when the first deci- 

15 pher key conversion data is falsified. More concretely, 
the cipher key is converted into a decipher key though 
a predetermined conversion operation using the data in 
the reproduction control recording sector for recording 
reproduction control information used for reproduction 

20 control of the AV data as the first decipher key conver- 
sion data, and the converted decipher key is used as a 
content decipher key in the encrypting device 2120. In 
addition, by performing a predetermined conversion op- 
eration or calculation on the cipher key using the two 

25 pieces of decipher key conversion data including the 
first decipher key conversion data, which is data in the 
reproduction control recording sector, and the second 
decipher key conversion data, which is a part of non- 
encrypted content in the sector for recording the en- 

30 crypted content therein, another content decipher key is 
calculated which maybe used as a content decipher key 
in the encrypting device 2120. 

[0184] On the other hand, the key encrypting device 
21 1 8 encrypts the above inputted cipher key using a disk 

35 key inputted in the same way as that of the optical disk 
reproducing apparatus, and generates the encrypted 
decipher key. As compared with the size of this encrypt- 
ed decipher key, each of the decipher key areas 2106 
and 2109 in the sector header area is small, therefore, 

40 thedatadivider2121 divides the encrypted decipher key 
into a plurality of divided decipher keys, and then, 
records the respective divided decipher keys into differ- 
ent decipher key areas 2106 and 2109. In an example 
of Fig. 37, the encrypted decipher key is divided into two 

45 encrypted divided decipher keys, which are then record- 
ed in the decipher key areas 21 06 and 21 09 of two con- 
tinuos sectors. In this case, since the decipher key of a 
cipher key is encrypted by the key encrypting device 
2118, the security intensity of the encryption for the ci- 

so pher key can be enhanced. 

[0185] When the content is reproduced, the key con- 
verter 2113 performs an operation or calculation of a 
predetermined key conversion on the decipher key from 
the key decrypting device 21 1 2, using information of the 

55 above-mentioned first decipher key conversion data 
21 1 5 and the second decipher key conversion data 21 1 6 
to generate the content decipher key, which is then out- 
putted to the decrypting device 2114. Also, the decrypt- 
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ing device 21 1 4 decrypts the data of the encrypted con- 
tent using this content decipher key to obtain the de- 
crypted content. In this case, the key converter 2113 
may perform an operation or calculation of a predeter- 
mined key conversion on the decipher key from the key 
decrypting device 21 12 using only the information of the 
first decipher key conversion data 2115. 

ELEVENTH PREFERRED EMBODIMENT 

[0186] Fig. 38 is a block diagram showing a configu- 
ration of a user data area on an optical disk, a configu- 
ration of an optical disk recording apparatus for encrypt- 
ing content and recording encrypted content in the user 
data area, and a configuration of an optical disk repro- 
ducing apparatus for decrypting an encrypted content 
from the data of the user data area, according to an elev- 
enth preferred embodiment of the present invention. 
This eleventh preferred embodiment is characterized in 
that the configuration of the optical disk recording appa- 
ratus is added to that of the seventh preferred embodi- 
ment, and the configuration thereof will be described in 
detail. 

[0187] Referring to Fig. 38, the optical disk recording 
apparatus comprises a key encrypting device 21 1 8 for 
encrypting a cipher key using a predetermined disk key 
in the same way as that of the tenth preferred embodi- 
ment shown in Fig. 37, a key converter 21 1 9 for operat- 
ing or calculating a content decipher key through an op- 
eration of a predetermined key conversion on the cipher 
key by using the first and the second decipher key con- 
version data 2115 and 2116 in the content, and an en- 
crypting device 2120 for encrypting the content using 
the above-mentioned content decipher key. In this case, 
the decipher key outputted from the key encrypting de- 
vice 211 8 is recorded in the main data area 21 02 within 
the lead-in area 2401 . On the other hand, the optical 
disk reproducing apparatus comprises a key decrypting 
device 21 12, a key converter 21 13, and a decrypting de- 
vice 211 4 in the same way as that of the seventh pre- 
ferred embodiment shown in Fig. 29. In this case, the 
decipher key recorded in the main data area 21 02 within 
the lead-in area 2401 is read out and is inputted to the 
key decrypting device 21 1 2, which then decrypts the de- 
cipher key using a predetermined disk key and outputs 
the decrypted decipher key to the key converter 2113. 
Also, the key converter 2113 performs an operation or 
calculation of a predetermined key conversion on the 
decipher key from the key decrypting device 2112 by 
using the first and the second decipher key conversion 
data 2115 and 2116 to calculate the content decipher 
key, which is outputted to the decrypting device 2114. 

ADVANTAGEOUS EFFECTS OF SIXTH TO NINTH 
PREFERRED EMBODIMENTS 

[0188] As described above, an optical disk of record- 
ing type according to the present preferred embodi- 
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ments divides and records the decipher key into deci- 
pher keys of the decipher key areas having a predeter- 
mined size arranged in the sector header area, or 
records the decipher key having a variable length in the 
5 decipher key area indicated by the key index area ar- 
ranged in the sector header area, and then, an optical 
disk of recording type which can utilize a decipher key 
: of- an arbitrary or free length regardless of a decipher 
key area of a size prescribed in the sector header area 
can be provided. Therefore, in accordance with the cop- 
yright protection level for the recorded content, it be- 
comes possible to utilize the encryption using an arbi- 
trary key length. 

MODIFIED PREFERRED EMBODIMENTS 

[0189] In the above-mentioned preferred embodi- 
ments, the above-mentioned disk identification informa- 
tion is preferably constituted by pre-pits which are non- 
rewritable, and the above-mentioned disk identification 
information has preferably a region identifier for repre- 
senting a region in which the optical disk is used. Also, 
the above-mentioned disk identification information has 
preferably a data category identifier representing a type, 
class or kind of content which is recordable and repro- 
ducible on the optical disk. In addition, the above-men- 
tioned disk identification information is, preferably, en- 
crypted using a secret key, and recorded in the disk 
identification information area upon manufacturing. Fur- 
thermore, the above-mentioned disk identification infor- 
mation preferably includes data for representing a type, 
class or kind of data which is recordable in the data re- 
cording and reproducing areas, or a type, class or kind 
of data which is reproducible from the data recording 
and reproducing area, 

[0190] In the above-mentioned preferred embodi- 
ments, the above-mentioned optica! disk preferably 
have a sector area for data of content therein, and a 
descramble area management table for managing the 
corresponding relationship with the descramble key. 
The key management information area preferably in- 
cludes a descramble key area for recording a descram- 
ble key encrypted using disk identification information 
as a key, a key information area having a descramble 
key status area for representing a recording status or 
state of the descramble key, a content information area 
for recording therein key information used upon repro- 
duction of the content recorded on the disk, and a key 
index area for recording therein a pointer for referring to 
a descramble key required for reproduction of the con- 
tent. In addition, in the sector recording the data of the 
content, there are recorded preferably the data of the 
above content, and a pointer for indicating an area for 
recording the descramble key therein. 
[0191] In the above-mentioned preferred embodi- 
ments, a reproducing circuit of the disk identification in- 
formation of the optical disk recording and reproducing 
apparatus preferably comprises a circuit for decrypting 
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disk identification information which has been encrypted 
using a secret key. Also, in the optical disk recording 
and reproducing apparatus, the data encrypted with the 
disk identification information as a key are preferably da- 
ta of content such as image data and music data. In ad- 5 
dition, the disk identification information preferably rep- 
resents a type, class or kind of data which is recordable 
-in the data recording and reproducing area, and.the re- 
producing circuit of the disk identification information de- 
termines whether or not the data is of recordable content 10 
by the type, class or kind of the above-mentioned data. 
Furthermore, the data which is decrypted using the disk 
identification information as a key is preferably data of 
the content such as image data or music data. Also, the 
disk identification information preferably represents a is 
type, class or kind of data which is reproducible from the 
data recording and reproducing area, and the reproduc- 
ing circuit determines whether or not the data is of re- 
producible content based on the type, class or kind of 
the above-mentioned data. 20 
[0192] In the above-mentioned preferred embodi- 
ments, the recording circuit of the content preferably 
records data of content such as encrypted image data 
and music data and the descramble key for decoding or 
decrypting encryption of the data of the above-men- 25 
tioned content, in the same sector. Also, the reproducing 
circuit of the content preferably reproduces data of con- 
tent such as encrypted image data and music data and 
the descramble key for decoding or decrypting encryp- 
tion of the data of the above-mentioned content from the 30 
same sector. 

[0193] In the above-mentioned preferred embodi- 
ment, a circuit or a method for allocating key areas pref- 
erably arranges a flag for reserved area in a descramble 
key status area for representing a recorded status of the 35 
descramble key, records information with respect to a 
key used upon reproduction of the data of the content, 
and records a key index for representing a recording ar- 
ea of the descramble key allocated for the data of the 
content. Also, a circuit or a method for arranging the de- 40 
scramble key preferably reproduces an index of a de- 
scramble key area used in the content from the content 
information area, arrange a descramble key into a de- 
scramble key area indicated in a key index correspond- 
ing to the recorded descramble key, and arrange a flag 45 
of recorded information in a descramble key status area 
indicated in the key index corresponding to the recorded 
descramble key. 

[0194] In the above preferred embodiment, the optical 
disk reproducing apparatus preferably reproduces disk 5 ° 
identification information, searches whether or not con- 
tent is reproducible, reproduces key management infor- 
mation, reproduces a sector in which data of content 
such as image data or music data have been recorded, 
and acquires a descramble key from the reproduced ss 
sector. In addition, preferably, the data of the repro- 
duced content is descrambled by the descramble key, 
and the descrambled data is outputted. 



[0195] In the above-mentioned preferred embodi- 
ments, the method for recording data of content prefer- 
ably records encrypted content so as to be able to be 
decoded and reproduced through an operation or cal- 
culation using at least the above-mentioned second disk 
information, when the content is recorded in the user 
data area of an optical disk having a first information 
area for recording first disk information thereif i, ^second 3 -—- - 
information area for recording therein second disk infor- 
mation for identifying individual disks and the user data 
area for recording information by irradiating a light beam 
onto the user data area. 

[0196] In the above-mentioned preferred embodi- 
ments, the method for recording data of content is pref- 
erably to encrypt and record information so as to be de- 
coded and reproduced by an operation orcalculation us- 
ing at least the second disk information and the key in- 
formation, when recording the content in the above- 
mentioned user data area of the optical disk having a 
first information area for recording first disk information 
therein, a second information area for recording therein 
second disk information for identifying individual disks, 
a user data area for recording information by irradiating 
a light beam onto the user data area, and a key infor- 
mation recording area for recording key information for 
decode or decrypting content encrypted and recorded 
within the user data area. 

[0197] In the above-mentioned preferred embodi- 
ments, dummy data is recorded in a sector of an optical 
disk having a decipher key area for recording a plurality 
of divided decipher keys in a plurality of continuous sec- 
tors, preferably in the main data area in which a data 
size including the AV data is less than (main data size) 
x (number of divided decipher keys). Also, in the ECC 
block, the sector having a decipher key area for record- 
ing divided decipher keys divided into a plurality of con- 
tinuous sectors is recorded (ECC block unit)/(number of 
divided decipher keys) times, and the dummy data is 
recorded in the main data area in which data size includ- 
ing AV data is less than (main data size) x (ECC block 
unit). 

[0198] In the above-mentioned preferred embodi- 
ments, a decipher key for decrypting encryption which, 
has been performed on data including the AV data is 
preferably divided into a plurality of divided decipher 
keys with a predetermined size, and the plurality of di- 
vided decipher keys are recorded in a plurality of deci- 
pher key areas in which decipher key table continues. 
Also, the above-mentioned decipher key table is prefer- 
ably recorded in the main data area within the rewritable 
lead-in area. In addition, information for representing a 
the recording status or state of the decipher key table is 
preferably recorded in each decipher key area of the de- 
cipher key table as a fixed value. Furthermore, the de- 
cipher key table is recorded a plurality of times in the 
above-mentioned different ECC blocks arranged in the 
inner and the outer peripheries of the optical disk. 
[0199] In the above-mentioned preferred embodi- 
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merits, the encoding apparatus 3101 of a data encrypt- 
ing apparatus, and the optical disk apparatus 3102 of 
an optical disk recording and reproducing apparatus, 
preferably share the bus key in a mutual authorization 
system. Also, the decoding apparatus 3103 of a data 
decoding apparatus, and an optical disk apparatus 31 02 
of an optical disk recording and reproducing apparatus, 
preferably^ share the bus key in a cross authenticating 
system. 

[0200] Although, in the above-mentioned preferred 
embodiment, an optical disk of recording type which can 
record data, and which is either write-once type or re- 
writable type including a RAM type or non-rewritable op- 
tical disk, is described, the present invention is not lim- 
ited to this. The present invention can be applied for 
read-only type optical disk which can read out and re- 
produce the previously recorded data but can not newly 
record data. In the case of a read-only type optical disk, 
the data recording and reproducing area can be re- 
placed with the data reproducing area which reads out 
and reproduces the data, and the data of the content or 
the data of other various control information is previous- 
ly recorded upon manufacturing. In this case, the optical 
disk of recording type includes CD-R, CD-RW, MO, MD, 
DVD- RAM and so forth. The read-only type optical disk 
includes music CD, CD-ROM, DVD-ROM and so forth. 

ADVANTAGEOUS EFFECTS OF THE INVENTION 

[0201] As described above in detail, according to an 
optical disk of the present invention, disk identification 
information using which recording operation and repro- 
ducing operation are performed for each optical disk is 
recorded in a produce-only area which is non-rewritable, 
the recording operation and the reproduction operation 
of the content onto or from the optical disk can be con- 
trolled by the user, utilizing the information recorded up- 
on manufacture of the optical disk. 
[0202] Also, according to an optical disk of the present 
invention, data, which has been encrypted using the 
read-only disk identification information which is impos- 
sible to be rewritten, as a key, is recorded in the user 
data area of the optical disk, and therefore, even in the 
case that the user data area is copied onto another op- 
tical disk of recording type by the user, the disk identifi- 
cation information can not be copied so that correct de- 
cryption and reproduction of the data becomes impos- 
sible. 

[0203] In addition, according to an optical disk of the 
present invention, encrypted data and a descramble key 
for decrypting encryption are recorded in sector areas 
different from each other, and it becomes possible to ac- 
quire data such as movies and music required for cop- 
yright protection and to acquire a descramble key for 
descrambling encryption independently. Moreover, by 
encrypting and recording the descramble key using the 
disk identification information as a key, the disk identifi- 
cation information can not be copied, which makes it im- 



possible to correctly record and reproduce the data even 
if the user data area is copied onto another optical disk 
of recording type by the user. By acquiring and recording 
the descramble key which has been encrypted using the 

5 disk identification information of the optical disk onto 
which the data are copied as a key, this makes it possi- 
ble to correctly record and reproduce the data. 
[0204] Moreover arr -^p ueav tlisk according* to * the ■■■ ■* 
present invention comprises a first information area for 

10 recording a first disk information therein, a second infor- 
mation area for recording a second disk information for 
identifying individual disks, and a user data area for re- 
cording information by irradiating a light beam onto the 
user data area. Accordingly, by adding information for 

15 identifying the above-mentioned optical disk to an opti- 
cal disk according to the prior art, the management of 
optical disks can easily be implemented. In this case, 
the above-mentioned second information area is pref- 
erably recorded in the above-mentioned first info rmation 

20 area, and data of the second information area can be 
reproduced by an optical pick up for reproducing the 
above-mentioned first information area. Also, the 
above-mentioned second information area is recorded 
by partially eliminating or removing a recording film with- 

25 jn the above-mentioned first information area, so that a 
plurality of trimming areas having an elongated shape 
in the radius direction are formed, and this leads to that 
easy falsification of the above-mentioned second disk 
information can be prevented. 

30 [0205] In addition, according to an optical disk of the 
present invention, a decipher key is divided into a plu- 
rality of divided decipher keys which are then allocated 
in decipher key areas each having a predetermined size 
arranged in the sector header area, or a decipher key is 

35 recorded in the decipher key areas indicated by an key 
index area arranged in the sector header area. This 
leads to that an optical disk of recording type can be 
provided which can utilize the decipher key having an 
arbitrary or free length, independently of the decipher 

40 key area having a prescribed size in the sector header 
area. Therefore, it becomes possible to use an encryp- 
tion using an arbitrary key length in accordance with the 
level of copyright protection level for recorded content. 
[0206] Although the present invention has been fully 

45 described in connection with the preferred embodi- 
ments thereof with reference to the accompanying 
drawings, it is to be noted that various changes and 
modifications are apparent to those skilled in the art. 
Such changes and modifications are to be understood 

50 as included within the scope of the present invention as 
defined by the appended claims unless they depart 
therefrom. 



55 Claims 

1 . An optical disk (1 00) of recording type on which data 
is recordable, 
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wherein said optical disk (100) has a sector struc- 
ture comprising a plurality of sectors, wherein each 
of the sectors (401) includes a sector header area 
(402) and a main data area (403) for recording en- 
crypted content data therein, 
characterized In that the sector header area (402) 
includes a descramble key information area (408) 
for recording therein a key index for indicating a re^ 
corded position of a descramble key required for de- 
crypting the encrypted data within a descramble key 
table (505) of a key management information area 
(107), 

wherein a size of the descramble key information 
area (408) is smaller than that of each descramble 
key, and 

wherein said respective descramble keys are re- 
corded in said descramble key table (505) having a 
plurality of descramble keys. 

2. The optical disk as claimed in claim 1 , 

wherein descramble key status areas (506) for re- 
cording descramble key statuses on the respective 
descramble keys of the descramble key table (505) 
are recorded as information for representing a re- 
corded status of the descramble key table (505). 

3. The optical disk as claimed in claim 1 , 

wherein the descramble key table (505) is recorded 
over a plurality of different error correction code 
(ECC) blocks. 

4. The optical disk as claimed in claim 1 , 

wherein the respective descramble keys are man- 
aged and recorded in at least one unit of a file unit 
managed in a file management area, and an extent 
unit comprising a plurality of continuous sectors on 
the optical disk. 

5. An optical disk recording apparatus comprising: 

first recording means (703) for recording en- 
crypted content data in a main data area (403) 
of an optical disk, said optical disk (100) having 
a sector structure comprising a plurality of sec- 
tors, wherein each of the sectors (401) includes 
a sector header area (402) and a main data ar- 
ea (403), 

first acquiring means (5803) for acquiring the 
descramble key required for reproducing the 
encrypted data. 

second recording means (703) for recording in 
a descramble key information area (408) of the 
sector header area (402) a key index for indi- 
cating a recorded position of a descramble key 
required for decrypting the encrypted data with- 
in a descramble key table (505) wherein a size 
of the descramble key information area (408) is 
smaller than that of each descramble key, and 
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third recording means (703) for recording the 
respective descramble keys in said descramble 
key table (505) of a key management informa- 
tion area (1 07) having a plurality of descramble 
5 keys. 

6. The optical disk recording apparatus as claimed in 
- -siatm-Sr further-comprising; 

io second acquiring means (S90 1 ) for acquiring a 

descramble key required for recording content 
data; and 

allocating means (S902, S905) for reproducing 
the descramble key recorded in the key man- 
15 agement information area (1 07), and allocating 

an area for recording the reproduced descram- 
ble key and the acquired descramble key in the 
key management information area (107). 

20 7. The optical disk recording apparatus as claimed in 
claim 6, further comprising: 

third acquiring means (S1003) for acquiring a 
descramble key required for reproducing con- 
25 tent data; and 

third recording means (S1007) for reproducing 
a descramble key recorded in the key manage- 
ment information area (1 07), and recording the 
acquired descramble key in the key manage- 
30 ment information area (107) based on the re- 

produced descramble key. 

8. The optical disk recording apparatus as claimed in 
claim 7, 

35 wherein said optical disk (701 , 1 00) includes a disk 
identification information area (106) for recording 
therein a disk identification information for identify- 
ing said optical disk, 

wherein said optical disk recording apparatus fur- 
40 ther comprises: 

reproducing means (S801 ) for reproducing the 
disk identification information from the disk 
identification information area (106); and 
45 judging means (S802) for judging whether or 

not content data is to be recorded in said optical 
disk based on the reproduced disk identification 
information. 

so 9. An optical disk recording method comprising the 
steps of: 

recording encrypted content data in a main data 
area (403) of an optical disk, said optical disk 
55 (100) having a sector structure comprising a 

plurality of sectors, wherein each of the sectors 
(401) includes a sector header area (402) and 
a main data area (403), 



EP 1 058 254 B1 



30 



35 



40 



45 



50 



33 



Patent # EP 1 058 254 rfile:///G:/1740%20>>»>>>>/000121%^ 



Page 34 of 7' 



65 EP 1 058 254 B1 66 



acquiring the descramble key required for re- 
producing the encrypted data, 
recording in a descramble key information area 
(408) of the sector header area (402) a key in- 
dex for indicating a recorded position of a de- 
scramble key required for decrypting the en- 
crypted data within a descramble key table 
(505) wherein a size ^tlHs^escraj^bkM^y in- 
formation area (408) is smaller than that of each 
descramble key, and 

recording the respective descramble keys in 
said descramble key table (505) of a key man- 
agement information area (107) having a plu- 
rality of descramble keys, 

10. The optical disk recording method as claimed in 
claim 9, further including the steps of: 

acquiring (S901 ) a descramble key required for 
recording content data; and 
reproducing (S902, S905) the descramble key 
recorded in the key management information 
area (1 07); and allocating an area for recording 
the reproduced descramble key and the ac- 
quired descramble key in the key management 
information area (107). 

11. The optical disk recording method as claimed in 
claim 9, further including the steps of: 

acquiring (S1003) a descramble key required 
for reproducing content data; and 
reproducing (S1007) a descramble key record- 
ed in the key management information area 
(107), and recording the acquired descramble 
key in the key management information area 
(107) based on the reproduced descramble 
key. 

12. The optical disk recording method as claimed in 
claim 9, 

wherein said optical disk (701 , 1 00) includes a disk 
identification information area (106) for recording 
therein a disk identification information for identify- 
ing said optical disk, 

wherein said optical disk recording method further 
includes the step of: 

reproducing (S801) the disk identification infor- 
mation from the disk identification information 
area (106); and 

judging (S802) whether or not content data is 
to be recorded in said optical disk based on the 
reproduced disk identification information. 

13. An optical disk reproducing apparatus for reproduc- 
ing data recorded on an optical disk of recording 
type on which data is recordable, wherein said op- 



tical disk (701 , 1 00) has a sector structure compris- 
ing a plurality of sectors, wherein each of the sec- 
tors (401) includes a sector header area (402) and 
a main data area (403), comprising: 

5 

first reproducing means (S1903) for reproduc- 
ing content data from a main data area of a sec- 
• -. ,-tor;- - 

judging means (S1201) forjudging, based on 
10 the reproduced content data, whether or not the 

content data is scrambled; 
second reproducing means (S1202) for repro- 
ducing a key index from a descramble key. in- 
formation area (408) of the sector header area 
is (402) of the same sector from which content da- 

ta have been reproduced by said first reproduc- 
ing means when judging that said content data 
is scrambled, . 

third reproducing means (S1203) for acquiring 
20 and reproducing a descramble key from a de- 

scramble key table (505) of a key management 
information area (107) based on the repro- 
duced key index, and 

fourth reproducing means (S1109) for decrypt- 
25 ing the encrypted content data using said de- 

scramble key. 

14. The optical disk reproducing apparatus as claimed 
in claim 13, 

30 further comprising a reproducing means (S1 1 01 ) for 
reproducing a disk identification information from a 
disk identification information area and 
a decrypting means (S1 206) for reproducing the de- 
scramble key by decrypting the encrypted descram- 
35 ble key by decrypting the encrypted descramble key 
using the reproduced disk identification information 
as a key. 

15. The optical disk reproducing apparatus as claimed 
40 in claim 14, 

wherein an error detection code is given to the de- 
crypted descramble key, and 
wherein said decrypting means (S1204) judges 
whether or not there is an error in the decrypted de- 
45 scramble key, based on the error detection code 
which is given to the decrypted descramble key, and 
judges whether or not the decrypted descramble 
key should be reproduced based on a judgement 
result. 

so- 

1 6. An optical disk reproducing method for reproducing 
data recorded on an optical disk of recording type 
on which data is recordable, wherein said optical 
disk (701 , 1 00) has a sector structure comprising a 

55 plurality of sectors, wherein each of the sectors 
(401) includes a sector header area (402) and a 
main data area (403), comprising the steps of: 
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reproducing content data from a main data area 
of a sector; 

judging, based on the reproduced content data, 
whether or not the content data is scrambled; 4. 
reproducing a key index from a descramble key 5 
information area (408) of the sector header ar- 
ea (402) of the same sector from which content 
•date have i3se#*Feprodueed by^6aid first repro^ 
ducing means when judging that said content 
data is scrambled, 10 
acquiring and reproducing a descramble key 
from a descramble key table (505) of a key 5. 
management information area (1 07) based on 
the reproduced key index, and 
decrypting the encrypted content data using *5 
said descramble key. 



Patentanspruche 



2. 



20 



Optische Disk (100) des Aufzeichnungstyps, auf 
welcher Daten aufgezeichnet werden konnen, wo- 
bei die optische Disk (1 00) eine Sektorstruktur auf- 
weist, mit einer Mehrzahl von Sektoren, bei welcher 
jeder der Sektoren (401) einen Sektor-Kopfbereich 25 
(402) und einen Hauptdatenbereich (403) zum Auf- 
zeichnen verschlusselter Inhaltsdaten darin auf- 
weist, 

dadurch gekennzeichnet, dass der Sektor-Kopf- 
bereich (402) einen Entschlusselungs-Schlussel- 30 
Informationsbereich (408) beinhaltet, zum Auf- 
zeichnen eines Schlussel-lndex darin zum Ange- 
ben einer Aufzeichnungsposition eines Entschlus- 
selungs-Schlussels, welcher erforderlich ist zum 
Entschlusseln derverschlusselten Daten, innerhalb 35 
einer Entschlusselungs-Schlussel-Tabelle (505) ei- 
nes Schlussel-Verwaltungsinformationsbereiches 
(107), 

wobei eine GroBe des Entschlusselungs-Schlus- 
sel-lnformationsbereiches (408) geringer ist dieje- *o 
nigejedes Entschlusselungs-Schlussels, und 
wobei die entsprechenden Entschlusselungs- 
Schlussel in der Entschlusselungs-Schlussel-Ta- 
belle (505) mit einer Mehrzahl von Entschlusse- 
lungs-Schlusseln aufgezeichnet sind. 45 

Optische Disk nach Anspruch 1 , 
bei welcher Entschlusselungs-Schlussel-Statusbe- 
reiche (506) zum Aufzeichnen von Entschlusse- 
lungs-Schlussel-Stati der entsprechenden Ent- so 
schiusselungs-Schlussel der Entschlusselungs- 
Schlussel-Tabelle (505) als Information aufgezeich- 
net werden zum Darstellen eines aufgezeichneten 
Status der Entschlusselungs-Schlussel-Tabelle 
(505). 55 

Optische Disk nach Anspruch 1, 

bei welcher die Entschlusselungs-Schlussel-Tabel- 



le (505) uber eine Mehrzahl verschiedener Fehler- 
korrekturkode(ECC)-Blbcke aufgezeichnet ist. 

Optische Disk nach Anspruch 1 , 
bei welcher die entsprechenden Entschlusselungs- 
Schlussel in wenigstens einer Einheit einer Datei- 
einheit verwaltet und aufgezeichnet werden, die in 
einem Datei-Verwaltungsbereich verwaltet wkdr* 
und eine Erweiterungseinheit mit einer Mehrzahl 
fortlaufender Sektoren auf der optischen Disk. 

Aufzeichnungsvorrichtung fur eine optische Disk, 
mit: 

einer ersten Aufzeichnungseinrichtung (703) 
zum Aufzeichnen verschlusselter Inhaltsdaten 
in einem Hauptdatenbereich (403) einer opti- 
schen Disk, wobei die optische Disk (1 00) eine 
Sektorstruktur mit einer Mehrzahl von Sektoren 
aufweist, wobei jeder der Sektoren (401 ) einen 
Sektor-Kopfbereich (402) und einen Hauptda- 
tenbereich (403) enthalt, 
einer ersten Erhalte-Einrichtung (5803) zum 
Erhalten des zum Wiedergeben derverschlus- 
selten Daten benotigten Entschlusselungs- 
Schlussels, 

einer zweiten Aufzeichnungseinrichtung (703) 
zum Aufzeichnen eines Schlussel-lndex in ei- 
nem Entschlusselungs-Schlussel-lnformati- 
onsbereich (408) des Sektor-Kopfbereiches 
(402) zum Anzeigen einer aufgezeichneten Po- 
sition eines zum Entschlusseln der verschlus- 
selten Daten erforderlichen Entschlusselungs- 
Schlussels in einer Entschlusselungs-Schlus- 
sel-Tabelle (505), wobei eine GroBe des Ent- 
schlusselungs-Schlussel-lnformationsbe- 
reichs (408) geringer ist als diejenigejedes Ent- 
schlusselungs-Schlussels, und 
einer dritten Aufzeichnungseinrichtung (703) 
zum Aufzeichnen der entsprechenden Ent- 
schlusselungs-Schlussel in der Entschlusse- 
lungs-Schlussel-Tabelle (505) eines Schlussel- 
Verwaltungs-lnformationsbereichs (1 07) mit ei- 
ner Mehrzahl von Entschlusselungs-Schlus- 
seln. 

Aufzeichnungsvorrichtung fur eine optische Disk 
nach Anspruch 5, und mit: 

einer zweiten Erhalte-Einrichtung (S901) zum 
Erhalten eines zum Aufzeichnen von Inhaltsda- 
ten erforderlichen Entschlusselungs-Schlus- 
sels; und 

einer Zuordnungseinrichtung (S902, S905) 
zum Wiedergeben des in dem Schlussel-Ver- 
waltungsinformationsbereich (1 07) aufge- 
zeichneten Entschlusselungs-Schlussels, und 
zum Zuordnen eines Bereiches zum Aufzeich- 
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nen des wiedergegebenen Entschlusselungs- 
Schlussels und des erworbenen Entschlusse- 
lungs-Schlussels in dem Schlussel-Verwal- 
tungsinformationsbereich (107). 

7. Aufzeichnungsvorrichtung fur eine optische Disk 
nach Anspruch 6, und mit: 

einer drltten Erhalte-Einrichtung (S1003) zum 
Erhalten eines zum Wiedergeben von Inhalts- 
daten erforderlichen Entschlusselungs-Schlus- 
sels; und 

einer dritten Aufzeichnungseinrichtung 
(S1007) zum Wiedergeben eines in dem 
Sen lussel-Verwaltungs info rmationsbereich 
(107) aufgezeichneten Entschlusselungs- 
Schlussels und Aufzeichnen des erhaltenen 
Entschlusselungs-Schlussels in dem Schlus- 
sel-Verwaltungsinfo rmationsbereich (107) ba- 
sierend auf dem wiedergegebenen Entschlus- 
selungs-Schlussel. 

8. Aufzeichnungsvorrichtung fur eine optische Disk 
nach Anspruch 7, 

bei welcher die optische Disk (701 , 1 00) einen Dis- 
kidentifizierungs-lnformationsbereich (106) be- 
inhaltet, zum Aufzeichnen einer Diskidentifizie- 
rungsinformation darin zum identifizieren der opti- 
schen Disk, 

wobei die Aufzeichnungsvorrichtung fur eine opti- 
sche Disk weiterhin umfasst: 



zum Angeben einer aufgezeichneten Position 
eines zum Entschlusseln verschiusselter Da- 
ten erforderlichen Entschlusselungs-Schlus- 
sels innerhalb einer Entschlusselungs-Schlus- 

5 sel-Tabelle, wobei eine GroGe des Entschlus- 

selungs-Schlussel-lnformationsbereichs (408) 
geringer ist, als diejenige jedes Entschlusse- 
Iungs-Schl0sse1s; uhd-^ 
Aufzeichnen derentsprechenden Entschlusse- 

10 lungs-Schlussel in der Entschlusselungs- 

Schlussel-Tabelle (505) eines Schlussel-Ver- 
waltungsinformationsbereichs (107) mit einer 
Mehrzahl von Entschlusselungs-Schlusseln. 

is 10. Aufzeichnungsverfahren fur eine optische Disk 
nach Anspruch 9, und mit den Schritten: 

Erhalten (S901 ) eines zum Aufzeichnen von In- 
haltsdaten erforderlichen Entschlusselungs- 

20 Schlussels; und 

Wiedergeben (S902, S905) des in dem Schlus- 
sel-Verwaltungsinformationsbereich (107) auf- 
gezeichneten Entschlusselungs-Schlussels, 
und Zuordnen eines Bereichs zum Aufzeich- 

25 nen des wiedergegebenen Entschliisselungs- 

Schlussels und des erhaltenen Entschlusse- 
lungs-Schlussels in dem Schlussel-Verwal- 
tungsinformationsbereich (107). 

30 11. Aufzeichnungsverfahren fur eine optische Disk 
nach Anspruch 9, und mit den Schritten: 



eine Wiedergabeeinrichtung (S801) zum Wie- 
dergeben der Diskidentifizierungsinformation 
von dem Diskidentifizierungs-lnformationsbe- 35 
reich (106); und 

eine Beurteilungseinrichtung (S802) zum Beur- 
teilen, ob Inhaltsdaten auf der optischen Disk 
aufzuzeichnen sind oder nicht, basierend auf 
der wiedergegebenen Diskidentifizierungsin- 40 
formation. 

Aufzeichnungsverfahren fur eine optische Disk, mit 
den Schritten: 

45 

Aufzeichnen verschiusselter Inhaltsdaten in ei- 
nem Hauptdatenbereich (403) einer optischen 
Disk, wobei die optische Disk (1 00) eine Sek- 
torstruktur mit einer Mehrzahl von Sektoren 
aufweist, wobei jeder der Sektoren (401 ) einen 50 
Sektor-Kopfbereich (402) und einen Hauptda- 
tenbereich (403) aufweist, 
Erhalten des zum Wiedergeben der verschJus- 
seiten Daten erforderlichen Entschlussefungs- 
Schliissels, 55 
Aufzeichnen eines Schlussel-lndex in einem 
Entschlusselungs-Schlussel-lnformationsbe- 
reich (408) des Sektor-Kopfbereiches (402) 



Erhalten (S1 003) eines zum Wiedergeben von 
Inhaltsdaten erforderlichen Entschlusselungs- 
Schlussels; und 

Wiedergeben (S1007) eines in dem Schlussel- 
Verwaltungsinformationsbereich (107) aufge- 
zeichneten Entschlusselungs-Schlussels und 
Aufzeichnen des erhaltenen Schlussels in dem 
Schlussel-Verwaltungsinformationsbereich 
(107) basierend auf dem wiedergegebenen 
E ntschlusselu ngs-Sch lussel . 

12. Aufzeichnungsverfahren fur eine optische Disk 
nach Anspruch 9, 

bei welchem die optische Disk (701 , 1 00) einen Dis- 
kidentifizierungslnformationsbereich (1 06) enthalt, 
urn darin eine Diskidentifizierungsinformation zum 
Identifizieren der optischen Disk aufzuzeichnen, 
wobei das Aufzeichnungsverfahren fur eine opti- 
sche Disk weiterhin den Schritt beinhaltet: 

Wiedergeben (S801) der Diskidentifizierungs- 
information aus dem Diskidentifizierungs-lnfor- 
mationsbereich (106); und 
Beurteilen (S802), ob Inhaltsdaten auf der op- 
tischen Disk aufzuzeichnen sind oder nicht, ba- 
sierend auf der wiedergegebenen Diskidentifi- 
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zierungs information. 

13. Wiedergabevorrichtung fur eine optische Disk zum 
Wiedergeben von aufgezeichneten Daten auf einer 
optischen Disk vom Aufzeichnungstyp, auf welcher 5 
Daten aufgezeichnet werden konnen, wobei die op- 
tische Disk (701 , 1 00) eine Sektorstruktur aufweist, 

mit einer Mehrzahl von Sektoren, 
wobei jeder der Sektoren (401) einen Sektor-Kopf- 
bereich (402) und einen Hauptdatenbereich (403) 10 
umfasst, mit: 

einer ersten Wiedergabeeinrichtung (S1103) 
zum Wiedergeben von Inhattsdaten aus einem 
Hauptdatenbereich eines Sektors; is 
einer Beurteilungseinrichtung (S1 201 ) zum Be- 
urteiien, basierend auf den wiedergegebenen 
Inhattsdaten, ob die Inhaftsdaten verschlusseft 
sind oder nicht; 

einer zweiten Wiedergabeeinrichtung (S1202) 20 
zum Wiedergeben eines Schlussel-lndex aus 
einem Entschlusselungs-Schiussel-lnfarmati- 
onsbereich (408) des Sektor-Kopfbereiches 
(402) des gleichen Sektors, aus dem die In- 
haltsdaten von der ersten Wiedergabeeinrich- 25 
tung beim Beurteilen, ob die Inhattsdaten ver- 
schlusselt sind, wiedergegeben wurden, 
einer dritten Wiedergabeeinrichtung (S1203) 
zum Erhalten und Wiedergeben eines Ent- 
schlusselungs-Schlussels aus einer Entschlus- 30 
selungs-Schlussel-Tabeile (505) eines Schlus- 
sel-Verwartungsinformationsbereichs (107) ba- 
sierend auf dem wiedergegebenen Schlussel- 
lndex; und 

einer vierten Wiedergabeeinrichtung (S1109) 35 
zum Entschlusseln der verschlusselten Inhalts- 
daten unter Verwendung des Entschlusse- 
lungs-Schlussels. 

1 4. Wiedergabevorrichtung fur eine optische Disk nach *o 
Anspruch 13, 

und mit einer Wiedergabeeinrichtung (S1 101) zum 
Wiedergeben einer Diskidentifizierungsinformation 
aus einem Diskidentifizierungs-lnformationsbe- 
reich und 

einer Entschlusselungseinrichtung (S1206) zum 
Wiedergeben des Entschlusselungs-Schlussels 
durch Entschlusseln des verschlusselten Ent- 
schlusselungs-Schlussels durch Entschlusseln des 
verschlusselten Entschlusselungs-Schlussels un- so 
ter Verwendung der wiedergegebenen Diskidentifi- 
zierungsinformation als ein Schlussel. 

1 5. Wiedergabevorrichtung fur eine optische Disk nach 
Anspruch 14, 55 
bei welcher dem verschlusselten Entschlusse- 
lungs-Schlussel ein Fehlererfassungskode gege- 
ben wird, und bei welcher die Entschlusselungsein- 
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richtung (S1 204) beurteilt, ob ein Fehler in dem ver- 
schlusselten Entschlusselungs-Schlussel ist Oder 
nicht, basierend auf dem Fehlererfassungskode, 
welcher dem verschlusselten Entschlusselungs- 
Schlussel gegeben wird, und basierend auf dem 
Beurteilungsergebnis beurteilt, ob der verschlus- 
selte Entschlusselungs-Schlussel wiedergegeben 
fwerden solroder nicht. : - 

16. Wiedergabeverfahren fur eine optische Disk zum 
Wiedergeben von auf einer optischen Disk des Auf- 
zeichnungstyps- aufgezeichneten Daten, auf wel- 
cher Daten aufgezeichnet werden konnen, wobei 
die optische Disk (701 , 1 00) eine Sektorstruktur mit 
einer Mehrzahl von Sektoren aufweist, 
wobei jeder der Sektoren (401) einen Sektor-Kopf- 
bereich (402) und einen Hauptdatenbereich (403) 
beinhaltet, mit den Schritten: 

Wiedergeben von Inhaftsdaten aus einem 
Hauptdatenbereich eines Sektors; 
Beurteilen, basierend auf den wiedergegebe- 
nen Inhaltsdaten, ob die Inhaltsdaten ver- 
schlusselt sind oder nicht; 
Wiedergeben eines Schlussel-lndex aus einem 
Entschlusselungs-Schlussel- 1 nformationsbe- 
reich (408) des Sektor-Kopfbereichs (402) des 
gleichen Sektors, aus welchem Inhaltsdaten 
von der ersten Wiedergabeeinrichtung wieder- 
gegeben wurden, wenn beurteilt wurde, dass 
die Inhaltsdaten verschlusselt sind, 
Erhalten und Wiedergeben eines Entschlusse- 
lungs-Schlussels aus einer Entschlusselungs- 
Schlussel-Tabelle (505) eines Schlussel-Ver- 
waltungsinformationsbereichs (107) basierend 
auf dem wiedergegebenen Schlussel-lndex, 
und 

Entschlusseln der verschlusselten Inhaltsda- 
ten unter Verwendung des Entschlusselungs- 
Schlussels. 



Revendlcations 

1. Disque optique (100) de type enregistrement, sur 
iequel des donnees sont enregistrables, 

dans Iequel ledit disque optique (100) posse- 
de une structure par secteurs comprenant une plu- 
ralite de secteurs, dans lesquels chacun des sec- 
teurs (401 ) comprend une zone d'en-tete de secteur 
(402) et une zone principalede donnees (403) des- 
tined a I'enregistrement de donnees de contenu 
crypt6es dans celle-ci, 

caracterise en ce que la zone d'en-tete de 
secteur (402) comprend une zone (408) d'informa- 
tions de cles de decryptage destined a y enregistrer 
un index de cl6 destine a indiquer une position en- 
registred d'une cl§ de d6cryptage necessaire au de- 
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cryptage des donnees cryptees dans uji tableau 
(505) de cles de decryptage d'une zone (107) d'in- 
formations de gestion de cles, 

dans lequel une taille de la zone (408) d'infor- 
mation de cles de decryptage est plus petite que 
cede de chaque cle de decryptage, et 

dans lequel lesdites cles de decryptage sont 
enregistrees dans I edit tableau (505) denies- der€le^~ 
cryptage comportant une pluralite de cles de de- 
cryptage. 

2. Disque optique selon la revendication 1 , 

dans lequel les zones (506) d'etat des cles de 
decryptage destinees a enreglstrer les etats des 
cles de decryptage sur les cles de decryptage res- 
pectives du tableau (505) des cles de decryptage 
sont enregistrees en tant qu'information destinee a 
representer un etat enregistrer du tableau (505) de 
cles de decryptage. 

3. Disque optique selon la revendication 1 , 

dans lequel le tableau (505) de cles de de- 
cryptage est enregistre sur une pluralite de blocs 
differents de code de correction d'erreur (ECC). 

4. Disque optique selon la revendication 1 , 

dans lequel les cles de decryptage respecti- 
ves sont gerees et enregistrees dans au moins une 
unite d'une unite de fichier geree dans une zone de 
gestion de fichiers, et une unite d'extension com- 
prenant une pluralite de secteurs continus sur le 
disque optique. 

5. Appareil d'enregistrement sur disque optique 
comprenant : 

un premier moyen d'enregistrement (703) des- 
tine a enregistrer des donnees de contenu 
cryptees dans une zone principale de donnees 
(403) d'un disque optique, ledit disque optique 
(100) possedant une structure par secteurs 
comprenant une pluralite de secteurs, dans les- 
quels chacun des secteurs (401) comprend 
une zone d'en-tete de secteur (402) et une zo- 
ne principale de donnees (403), 
un premier moyen d'acquisition (S803) destine 
a acquerir la cle de decryptage necessaire a la 
reproduction des donnees cryptees, 
un deuxieme moyen d'enregistrement (703) 
destine a enregistrer dans une zone (408) d'in- 
formations de cles de decryptage de la zone 
(402) d'en-tete de secteur des index de cle des- 
tines a indiquer une position enregistree d'une 
cle de decryptage necessaire au decryptage 
des donnees cryptees dans un tableau (505) 
de cles de decryptage, dans lequel une taille 
de la zone (408) d'informations de cles de de- 
cryptage est plus petite que celle de chaque cle 



de decryptage, et 

un troisieme moyen d'enregistrement (703) 
destine a enregistrer les cles de decryptage 
respectives dans ledit tableau (505) de cles de 
5 decryptage d'une zone (1 07) d'informations de , 

gestion de cles comprenant une pluralite de 
cles de decryptage. 

6. Appareil d'enregistrement sur disque optique selon 
10 la revendication 5, comprenant en outre : 

un deuxieme moyen d'acquisition (S901) des- 
tine a acquerir une cle de decryptage necessai- 
re a I'enregistrement de donnees de contenu ; 

is et 

des moyens d'affectation (S902, S905) desti- 
nes a reproduire la cle de decryptage enregis- 
tree dans la zone (107) d'informations de ges- 
tion de cles, et a affecter une zone destinee a 

20 I'enregistrement de la cle de decryptage repro- 

duce et de la cle de decryptage acquise dans 
la zone (1 07) d'informations de gestion de cles. 

7. Appareil d'enregistrement sur disque optique selon 
25 |a revendication 6, comprenant en outre : 

un troisieme moyen d'acquisition (S1003) des- 
tine a acquerir une cle de decryptage necessai- 
re a la reproduction des donnees de contenu ; 

30 et 

un troisieme moyen d'enregistrement (S1007) 
destine a reproduire une cle de decryptage en- 
registree dans la zone (107) d'informations de 
gestion de cles, et a enregistrer la cle de de- 

35 cryptage acquise dans la zone (1 07) d'informa- 

tions de gestion de cles en se basant sur la cle 
de decryptage reproduite. 

8. Appareil d'enregistrement sur disque optique selon 
40 la revendication 7, 

dans lequel ledit disque optique (701, 100) 
comprend une zone (106) d'informations d'identifi- 
cation de disque destinee a y enregistrer une infor- 
mation ^identification de disque destinee a identi- 
45 tier ledit disque optique, 

dans lequel ledit appareil d'enregistrement 
sur disque optique comprend en outre : 

un moyen de reproduction (S801) destinee a 
50 reproduire I'information d' identification de dis- 

que a partir de la zone (106) d'informations 
d'identification de disque ; et 
un moyen de jugement (S802) destine a juger 
si les donnees de contenu doivent ou non §tre 
55 enregistrees dans ledit disque optique en se 

basant sur I'information d'identification de dis- 
que reproduite. 
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9. Procede d'enregistrement sur disque optique com- 
prenant les Stapes consistant a : 

enregistrer des donnees de contenu cryptees 
dans une zone principale de donnees (403) 
d'un disque optique, ledit disque optique (100) 
possedant une structure par secteurs compre- 
nant une ptoraHte da • secteurs, dans iesquels 
chacun des secteurs (401 ) comprend une zone 
d'entete de secteur (402) et une zone principale 
de donnees (403), 

acquerir la cle de decryptage necessaire a la 
reproduction des donnees cryptees, 
enregistrer dans une zone (408) d'informations 
de cles de decryptage de la zone (402) d'en- 
tete de secteur un index de cie destine a indi- 
quer une position enregistree d'une cle de de- 
cryptage necessaire au decryptage des don- 
nees cryptees dans un tableau (505) de cles de 
decryptage, dans lequel une taille de la zone 
(408) d'information de cles de decryptage est 
plus petite que celle de chaque cle de decryp- 
tage, et 

enregistrer les cles de decryptage respectives 
dans ledit tableau (505) de cles de decryptage 
d'une zone (107) d'informations de gestion de 
cies comprenant une pluralite de cles de de- 
cryptage. 

10. Procede d'enregistrement sur disque optique selon 
la revendication 9, comprenant en outre les etapes 
consistant a : 

acquerir (S901) une cle de decryptage neces- 
saire a. I'enregistrement des donnees de 
contenu ; et reproduire (S902, S905) la cle de 
decryptage enregistree dans la zone (107) d'in- 
formations de gestion de cles ; et affecter une 
zone destined a enregistrer la cle de decrypta- 
ge reproduce et la cle de decryptage acquise 
dans la zone (107) d'informations de gestion de 
cles. 

11. Proced6 d'enregistrement sur disque optique selon 
la revendication 9, comprenant en outre les etapes 
consistant a : 

acquerir (S1 003) une cie de decryptage neces- 
saire a la reproduction des donnees de 
contenu ; et reproduire (S1 007) une cie de de- 
cryptage enregistree dans la zone (1 07) d'infor- 
mations de gestion de cies et enregistrer la cie 
de decryptage acquise dans la zone (107) d'in- 
formations de gestion de cies en se basant sur 
la cie de decryptage reproduite. 

12. Procede d'enregistrement sur disque optique selon 
la revendication 9, 



dans lequel ledit disque optique (701, 100) 
comprend une zone (106) d'informations d'identifi- 
cation de disque destinee a y enregistrer une infor- 
mation d'identification de disque destinee a identi- 
5 fier ledit disque optique, 

dans lequel ledit precede d'enregistrement 
sur disque optique comprend en outre I'etape con- 
. sistanta : 

10 reproduire (S801) I'information d'identification 

de disque a partir de la zone (106) d'informa- 
tions d'identification de disque ; et 
juger (S802) si les donnees de contenu doivent 
ou non etre enregistrees dans ledit disque op- 

15 tique en se basant sur I'information d'identifica- 

tion de disque reproduite. 

13. Appareil d'enregistrement sur disque optique des- 
tine a reproduire des donnees enregistrees sur un 

20 disque optique de type enregistrement sur lequel 
des donnees sont enregistrables, dans lequel ledit 
disque optique (701, 100) possede une structure 
par secteurs comprenant une pluralite de secteurs, 
dans lesquels chacun des secteurs (401 ) comprend 

25 une zone d'en-tete de secteur (402) et une zone 
principale de donnees (403), comprenant: 

un premier moyen de reproduction (S1103) 
destine a reproduire des donnees de contenu 
30 a partir d'une zone principale de donnees d'un 

secteur ; 

un moyen de jugement (S1201) destine a juger, 
en se basant sur les donnees de contenu re- 
produces, si les donnees de contenu sont ou 

35 non cryptees ; 

un deuxieme moyen de reproduction (S1202) 
destine a reproduire un index de cle a partir 
d'une zone (408) d'informations de cies de de- 
cryptage de la zone (402) d'en-tete de secteur 

40 du meme secteur a partir duquel les donnees 

de contenu ont ete reproduites par ledit premier 
moyen de reproduction quand II est juge que 
lesdites donnees de connues sont cryptees, 
un troisieme moyen de reproduction (S1203) 

45 destine a acquerir et a reproduire une cie de 

decryptage a partir d'un tableau (505) de cies 
de decryptage d'une zone (107) d'informations 
de gestion de cies en se basant sur l'index de 
cie reproduit, et 

50 un quatrieme moyen de reproduction (S1109) 

destine a. decry pter les donnees de contenu 
cryptees au moyen de ladite cie de decryptage. 

14. Appareil d'enregistrement sur disque optique selon 
55 ia revendication 1 3, comprenant en outre un moyen 

de reproduction (S1101) destine a reproduire une 
information d'identification de disque a partir d'une 
zone d'informations d'identification de disque et 
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un moyen de decryptage (S1206) destine a 
reproduce la cle de decryptage par decryptage de 
la cle de decryptage cryptee au moyen de I'informa- 
tion ^identification de disque en tant que cle. 

5 

1 5. Appareil d'enregistrement sur disque optique selon 
la revendication 14, 

r. v 3 *--dans iequel Unicode de detection d'erreur est 

donne a la cle de decryptage decryptee, et dans Ie- 
quel (edit moyen de decryptage (S1 204) juge s'il y 10 
a ou non une erreur dans la cle de decryptage de- 
cryptee, en se basant sur le code de detection d'er- 
reur qui est donne a la cle de decryptage decryptee, 
et juge si la cle de decryptage decryptee doit ou non 
etre reproduite en se basant sur un resultat de ju- is 
gement. 

16. Procede de reproduction sur disque optique destine 
a reproduire des donnees enregistr6es sur un dis- 
que optique de type enregistrement, sur Iequel des 20 
donnees sont enregistrables, dans Iequel ledit dis- 
que optique (701, 100) possede une structure par 
secteurs comprenant une pluralite de secteurs, 
dans lesquels chacun des secteurs (401)comprend 
une zone d'en-tete de secteur (402) et une zone 25 
principale de donnees (403), comprenant les eta- 
pes consistant a : 

reproduire les donnees de contenu a partir 
d'une zone principale de donnees d'un 30 
secteur ; 

juger, en se basant sur les donnees de contenu 
reproduces, si les donnees de contenu sont ou 
non cryptees ; 

reproduire un index de c!6 a partir d'une zone 35 
(408) d'informations de cles de decryptage de 
la zone (402) d'en-tete de secteur du meme 
secteur a partir duquel les donnees de contenu 
ont ete reproduites par ledit premier moyen de 
reproduction quand il est juge que lesdites don- 40 
nees de contenu sont cryptees, 
acquerir et reproduire une cle de decryptage a 
partir d'un tableau (505) de cles de decryptage 
d'une zone (107) d'informations de gestion de 
cles en se basant sur I'index de cle reproduit, *5 
et decrypter les donnees de contenu crypt§es 
au moyen de iadite cle de decryptage. 
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